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1. Basics

1 Basics

ecoMAILZ fulfils all requirements for legally compliant Email archiving. The archiving system itself, however, con-
stitutes only one component in this process. To work effectively with ecoMAILZ and avoid misconfiguration, the
objectives and the resulting workflow need to be defined in advance and your Email systems must be prepared ac-

cordingly.

1.1 Adapters

The heart of ecoMAILZ is the integrated Email archive based on container storage technology, which ensures the
long-term and revision-secure storage of all Email messages. The archive is populated via so-called adapters, which

provide the interface to virtually all standard Email systems.

NEUEN ADAPTER ANLEGEN

Dateisystem Beispiel

IMAP Beispiel

Neuer Adapter

[ ] Dateisystem
B8 IMAP/POP3 Konto

[ ] Exchange Konto

ABBRECHEN

Figure 1.1: Adapter Settings - Overview

1.1.1 Configuration

There are several ways of configuring the adapters, depending on the type of Email system you want to integrate. The

following scenarios describe practical applications:

1. Downloading from a so-called journal mailbox via a technical user

This mailbox contains copies of all incoming, outgoing and internal Emails from all users. Various Email sys-
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1. Basics E

tems offer the option of configuring a journal mailbox. To allow ecoMAILZ access to a journal mailbox, you must
make the appropriate settings in your Email system.

The exact configuration depends on the system and may vary considerably from system to system. Please
refer to the user manual of your Email application.

Once you have access to a journal mailbox, it is sufficient to configure one adapter as the source for the emails
you want to import and archive in ecoMAILZ. This method is recommended and requires the lowest maintenance
effort.

Downloading from individual mailboxes with the login credentials of the mailbox owner

For this option, the configuration of ecoMAILZ is not much different to that of an Email client used for download-
ing Emails on a daily basis. The disadvantage of this solution, however, is that you must configure a dedicated
adapter for each mailbox you want to archive. This will significantly increase the maintenance effort. Once your

Email system and your adapters are configured in ecoMAILZ, the adapters start archiving Emails.

1.1.2 Validation

ecoMAILZ validates every Email before saving it. Validation helps ecoMAILZ detect defective messages and react

accordingly. ecoMAILZ executes the following validations:

The message that is transferred to the system must be populated during validation.
the email header must contain a sender, i.e. the value "From:".
the email header must contain a valid date, i.e. the value "Date:" populated with a valid date.

Depending on the email and the system, other general errors may occur during validation. This may lead to a
message being classified as corrupt by ecoMAILZ.

1.1.2.1 File System

ecoMAILZ automatically renames Emails which are downloaded from the file system and cannot be archived.

If it is an invalid Email file (validation error), the message receives the following suffix:

validationErr

Other errors receive the suffix:

.err

1.1.2.2 IMAP / POP3 and Exchange

ecoMAILZ handles erroneous Emails, which are downloaded via IMAP, POP3 and Exchange and cannot be archived,

as follows:
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1. Basics

- If the validation of an Email returns an error, ecoMAILZ creates a new message to which the erroneous Email is

attached.

— This Email generated by ecoMAILZ is then saved to the archive as follows:

Attachment-Name: SOURCE_MAIL.eml
From: errormail@ecomailz.de

To: errormail@ecomailz.de

Subject: ERRONEOUS MAIL <timestamp>

Contents: <Text of the validation error>

- If the erroneous Email is detected a second time, it is not archived again.

1.2 Review Deadline

The configurable review deadline ensures that all incoming Emails go through a two-step archiving process. During

this process, Emails that should not be archived permanently are marked for deletion. Because Emails which are

marked for deletion are only deleted after the review deadline has expired, this process can prevent the illegal deletion

of Emails if the review deadline is long enough. There are many use cases which allow users, for example, to defer

the decision about archiving or deleting a particular Email for up to a year (Review Deadline = 365 days), in order to

ensure that no Email which must be stored in the archive is deleted by a user. In some cases, it may make sense to

skip the review deadline immediately (Review Deadline = 0) and save the email to the final archive.

MAILZ

Globale Einstellungen

Voreinstellung Sichtungsfrist

() sichtungsfrist age

E-Mail Benachrichtigung .

& Datensicherung

£0) Wiederherstellung

o Li ABBRECHEN
izenz

1 Loschanfragen

f1T] i
444 Adapter Ubersicht

Figure 1.2: Global Settings - Review Deadline (Default)
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1. Basics

1.3 Erasure Requests (Two-Man Rule)

ecoMAILZ is used for the long-term, legally compliant storage of Emails. Therefore, Emails cannot be erased after
final archiving, i.e. following the end of the review deadline.

However, in individual cases messages need to be erased. An example for this is the General Data Protection Regula-
tion (GDPR): A customer requests the erasure of his personal information. To carry out this request, ecoMAILZ has an
"Erase" function which follows the "Two-Man Rule". Authorised users may send erase requests. Following the entry
of a meaningful justification for the erasure, the request is forwarded accordingly. Users with the permission to reply

to such requests can decide whether to erase the message or to retain the message in the archive.

When approving an erase request, the authorised user can enter a meaningful comment. Once this is saved, the ac-
tual content of the message is removed from the archive and is replaced with an erase flag. The erase flag contains
the users involved in the erasure process as well as the justification and the date. This makes the erasure process
transparent at any time.

If an erase request is refused, the authorised user can also enter a meaningful comment. Then the message is re-

turned to its original final archiving status.

Treat the "Erase" function with utmost care. Erasing Emails should be executed confidentially and with due considera-
tion. We recommend this function to be enabled only for users with managerial authority and who have the permission

to view all Emails in ecoMAILZ.

From 2 users onwards, we strongly recommend the application of the two-man rule. The two-man rule ensures that a
user cannot erase his or her own Emails from the archive. It ensures that important decisions cannot be made by an
individual person and prevents critical actions from being undertaken by a single person. The aim is to reduce the risk
of errors and abuse. In the case of erase requests, the two-man rule ensures that an erase request is not approved by

the same person who made the request. The two-man rule is a default setting.

Please also refer to the notes on "Erase Requests" in the "User Management" chapter of this manual, where you will
find more details about creating and responding to erase requests. This chapter also describes how erase requests

can be processed when the staff member responsible for erase requests does not have read permissions.
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1. Basics

a Q- 2m:

MAILZ [ Toh@ssinedo oo geco. i

Alle 300116410 Lizenz / License: UPG6-863721-.. 03 Ml 0959 DELETED/GELOSCHT 17.05.2021 11:29
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Von  DELETED/GELOSCHT
o mE DELETED/GELOSCHT : An DELETED/GELOSCHT
[ DELETED/GELOSCHT 17.05.202111:29 03 Ma0s5 Datum  2021-05-03 09:59:09
Datum der Loschanfrage / Date of erase req...
[J Posteingang (12) Keine Anhénge verfligbar
noreply@ecodms.de <noreply@eco. )
[ 300116410 ecoDMS Support SER-1000123. 03 Mal 0959 Datun der Loschanfrage / Date of erase request:
5> Gesendet (0) Guten Tag Herr Liefers, nachfolgend erhalte. ® 17.05.2021 11:27
Loschanfrage gestellt von / Erase request created by:
m.musternann
W Loschanfragen (0) noreply@ecodms.de @
[0 300116410 Rechnung | Invoice: ECO3001669  °%M2! 0959 Begrindung fir Loschanfrage / Reason of erase request:
Guten Tag Jan Liefers, vielen Dank i Ihre ® Beispiel-Begrindung:

Die Léschung aller personenbezogenen Daten fiir diesen Kunden wurde beauftragt. Diese E-Mail-Korrespondenz muss
deshalb geléscht werden.
ecoDMS GmbH <noreply@ecodms.... 9

03 Mai 09:56
[0 300116410: ecoDMS Auftragsbestatigung (. Léschanfrage genehmigt von / Erase request approved by:
Bestellung Bestell-Nummer: 300116410 B. ® m.mustermann
Kommentar / Comment:
noreply@ecodms.de <noreply@eco... Beispiel-Antwort:
E B or
[0 300116409 Lizenz / License: L5T1-173721 Diese E-Mail darf gemd® Kundenwunsch aus unserem System entfernt werden.
Guten Tag Herr Musterdemo, mit dieser Mai.
noreply@ecodms.de A
[0  ecoDMS GmbH: AV-Vertrag / CP Agreement.. er
Sehr geehrte Damen und Herren, anbei erhal. ®
noreply@ecodms.de <noreply@eco..
[0 300116409 ecoDMS Support: SER-1000123.. 20 4P 1004
Guten Tag Herr Musterdemo, nachfolgend e. ®
noreply@ecodms.de ®
ply@ 30 Apr 10:04

[ 300116409 Rechnung | Invoice: ECO3001668
Guten Tag Karl Musterdemo, vielen Dank fr.

ecoDMS GmbH <noreply@ecodms....
[J 300116409: ecoDMS Auftragsbestatigung (.. 3”“""’?\"

Treffer: 12 Archiviert am: 20210517 11:29:37.394

Figure 1.3: Erasure request - Approved - Status: black - Deletion flag

1.4 Status

To make the two-step archiving concept as simple as possible, ecoMAILZ assigns the applicable status to each mes-
sage in form of a coloured "circle icon" in the email list. In combination with the configurable review deadline, you
can use the status to manage the current Email archiving status. Click the status icon of a message to display status
details.

1.4.1 Orange

Before a message is finally archived, the default status is "orange". This status indicates that the message is saved in
the archive but can be deleted within the configured review deadline if necessary. Mouseover the orange status icon
of a message to display the remaining review deadline. The default review deadline is set to 7 days if it has not been
modified by the administrator.

1.4.2 Red

Users can exclude messages from final archiving by marking them for deletion. In this case the status changes from
"orange" to "red". This status indicates that the message is temporarily saved in the archive but will be deleted after
the configured review deadline has expired. Mouseover the red status icon of a message to display the remaining
time until the message is finally deleted. During this period, you can also undo the deletion process with the "Undo
Delete" function.
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1. Basics

1.4.3 Green

Messages with a green status icon are irrevocably archived in ecoMAILZ. The review deadline for messages with this
status has expired. Therefore, the message is irrevocably and securely archived in ecoMAILZ. The message cannot

be deleted retrospectively.

1.4.4 Grey

Messages with a grey status icon have received an erase request. In this case a user has requested an erasure. This
function applies to Emails that have already been finally archived, have the "green" status and must be removed from
the archive for relevant reasons. This function is only available to users with the permission to send erase requests.

1.4.5 Black

Messages with a black status icon were removed from the system. In this case an authorised user has approved the

erase request. The actual Email content is replaced with an erase flag.

1.5 User Management

the emails in the archive constitute an Email pool. There is no direct association between a user and the emails within
the archive. The association is made by configuring Email addresses for a specific user. This is an easy way for giving
each ecoMAILZ user access to a subset of Emails from the archive. For example, you can configure that the user
"j.doe" has the email address "j.doe@sample.net". This will give the user access to all Emails in ecoMAILZ, which
were either sent to or from this address. This is an easy way of configuring which user has access to which Email
addresses in the archive.

Benutzer anlegen

@ Lokaler Benutzer O Login iiber Adapter

Sprache (Locale)
de_DE

‘ ABBRECHEN ERSTELLEN ‘

Figure 1.4: User Management - Create New User (Empty)
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1.6 Language (German / English)

ecoMAILZ can be installed and used in German and in English.

— The installation language depends on the language settings configured in your operating system. The installer
automatically recognizes these settings.

— The language of the Webclient and the login window initially depends on the language selected in your web
browser.

— Please refer to the browser manual for your browser for more information on language settings.

- The language (Locale) of the Webclient can be configured individually for each user in either German (de_DE) or

English (en_US). Please refer to the chapter "User Management".
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2. Login and Logoff

2 Login and Logoff

To work with ecoMAILZ, you must login to the ecoMAILZ Webclient with your login credentials.

2.1 Login

If this is your first login after a new ecoMAILZ installation, you can find the login credentials of the default user in the
chapter "Login Credentials" of this manual.

Start your web browser and enter the link to the ecoMAILZ login page.

You can open the login page at the following web address:

http://ecoMAILZ_IP_ADRESS:Port

Example for a local installation with default port:

http://localhost:8888

1. Username: Enter your username.
2. Password: Enter the password associated with the username.

3. Login: Click the Login button to start ecoMAILZ.
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2. Login and Logoff

Figure 2.1: ecoMAILZ Webclient: Login Page

2.2 Logoff

To logoff from the system, complete the following steps:
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Logoff" menu item.

3. Your user is now logged off and you will return to the ecoMAILZ login page.

2.3 Timeout

If you are not using ecoMAILZ for a longer period of time, you are automatically logged off.
— The system times out after 3600 seconds of inactivity.

- You are redirected to the ecoMAILZ login page where you can log in again with your credentials.
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3. Global Settings

3 Global Settings

There are various functions for the general setup of ecoMAILZ and for exporting, backing up and restoring data.

aus dem Dateisystem

GLOBALE EINSTELLUNGEN ADAPTER KONFIGURATION BENUTZERVERWALTUNG

Figure 3.1: Einstellungen - Hauptmenii

3.1 Review Deadline (Default)

- You can also specify the review deadline individually for each adapter in ecoMAILZ.

— The specified review deadline is set as default when creating adapters.
- As soon as an Email is finally archived, the process cannot be undone.

— Please also refer to the sections "Review Deadline" and "Status" in the "Basics" chapter.

To fulfil the requirements for Email archiving while at the same time excluding Emails from the archive that are not
subject to archiving requirements, ecoMAILZ works with a two-step archiving concept. You can specify a review dead-
line to exclude Emails from archiving during that period. The default review deadline is set to 7 days if it has not been
modified by the administrator. After the configurable review deadline has expired, emails are finally archived. eco-
MAILZ uses the review deadline you set here as the default value for creating an adapter.
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lobal Settings

To configure the default review deadline, complete the following steps:

1

2.

. Click the menu icon at the top right in the ecoMAILZ Webclient.
Select the "Settings" menu item.
Select the "Global Settings" menu item in the overview.

Select the "Review Deadline" menu item.

archive Emails immediately and irrevocably).

a) Days: Enter an integer for the number of days until final archiving.

i. Possible values: 0-365

b) Hours: Enter an integer for the number of hours until final archiving.

i. Possible values: 0-23

¢) Minutes: Enter an integer for the number of minutes until final archiving.

i. Possible values: 0-59

6. Save your settings by clicking "Save" or abort the process with "Cancel".

7. Click "Cancel" to exit the "Global Settings".

8. To close the Settings dialogue box, click the green "Return” icon at the bottom right.

In the "Review Deadline" window, enter the period for the deadline. These are numeric fields (all fields set to 0 =

MAILZ

Globale Einstellungen

Voreinstellung Sichtungsfrist

() sichtungsfrist
E-Mail Benachrichtigung Stunden
& Datensicherung

£D) Wiederherstellung

ABBRECHEN

Figure 3.2: Global Settings - Default Review Deadline
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3. Global Settings

3.2 Email Notification

ecoMAILZ can be configured to send Email notifications. To send Email notifications, you must first make the neces-

sary SMTP settings. Enter the SMTP settings of your outgoing mail server, and give the sender of system messages

a hame.

1.

Server address: Enter the address of your mail server. This can, for example, be an IP address or a server name,

depending on your mail server configuration.
Server port: Enter the server port for the outbox of your mail server.

Protocol: Select the appropriate protocol of your mail server. ecoMAILZ supports the following protocols and
displays them for selection:

a) SSL/TLS

b) STARTTLS

c) None

For IMAP (SSL/TLS) and IMAP (STARTTLS), ecoMAILZ supports TLSv1, TLSv1.1and TLSv1.2.
Username: Enter the username.

Password: Enter the password associated with the username.

. Sender address: Enter the email address of the sender of system notifications.

Check settings: Click the "Check Settings" button to let the system check the mail server configurations. eco-

MAILZ checks your entries and displays any error messages in a dialogue box.
If your entry and check are successful, you can save the settings. To do so, click "Save".

To close the Settings dialogue box, click the green "Return” icon at the bottom right.

MAILZ

E-Mail Benachrichtigung

E-Mail Benachrichtigung

[ sichtungsfrist

192.168.1.2

E-Mail Benachrichtigung Serverpor
1234
& Datensicherung

Protokoll
SSUTLS
4D Wiederherstellung

Benutzername
m.mustermann

ABBRECHEN EINSTELLUNGEN PRUFEN

Figure 3.3: Global Settings - E-Mail Notifications (Example)

ecoMAILZ (donnie) - Build 1.0.8 Manual | EN



3.G

lobal Settings

— If you are running ecoMAILZ on a NAS, please refer to the information on the mount path for the backup

functions in the installation manual!
— Only a user with administrator permissions in ecoMAILZ can create a data backup.
— During a data backup no other users should be connected and/or working with the system.
— Active adapters are automatically stopped during a backup and then restarted following the backup.
— We recommend a daily data backup.
- The data backup should be stored on an external data carrier.

— The size and the duration of the backup depend on the amount of data / file size. Depending on the data

volume this operation may take a while.

- Before performing a data backup (manually and automatically), make sure that at least 1.5 times the size of
the data folder is available in free space on the ecoMAILZ data path drive and also on the target drive for the
backup.

— The archived emails are securely encrypted and stored in containers.

— The default data volume of such a container is 500 MB. This is a fixed value in ecoMAILZ.

— As soon as the data volume is reached, the system automatically creates a new container.

- In the Settings dialogue box, you can configure automated, time-controlled data backups.
— For example, you can make a full backup of all containers.
- Alternatively, you can also create an incremental data backup.
* In this case ecoMAILZ completes the existing backup with the latest changes in the selected inter-
vals.
* Please use the incremental backup in ecoMAILZ only if you additionally back up the backup files with

a third party software.

To make the settings for an automatic backup, complete the following steps:

1

2

3.

4.

. Click the menu icon at the top right in the ecoMAILZ Webclient.

. Select the "Settings" menu item.

Select the "Global Settings" menu item in the overview.

Select the "Data Backup" menu item and make the required settings in the "Data Backup" window.

Backup disabled / enabled (switch): Enable the automatic backup function by clicking the "Switch" (green =
enabled).

. Destination folder: Select the target path for saving backups. ecoMAILZ saves the backups you create in the

selected folder. The ecoMAILZ server provides the local data carriers for storing backups.

Enable the type of backup you require. For example, you can make a full backup of all containers. Alternatively,

you can also make an incremental data backup.
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a) Full backup: If you enable a full backup, ecoMAILZ executes a backup of all containers at the specified

time.
i. The backup file is saved in the selected folder as a ZIP file.
ii. The duration of the data backup depends on the data volume of the archived Emails.

iii. Thistype of data backup may be relatively time-consuming because ecoMAILZ makes a full backup of

all containers.

b) Incremental backup: If you enable the incremental backup, ecoMAILZ executes the data backup step-by-
step. Inthis case ecoMAILZ completes the existing backup with the latest changes in the selected intervals.

— Please use the incremental backup in ecoMAILZ only if you additionally back up the backup files with a third
party software.

— The incremental backup only saves the data that was changed or added since the last backup.

- If you execute the incremental backup, ecoMAILZ creates three files/folders plus subfolders in the target folder
of the backup:

- data, hsqldb, version.info

- These files/folders are extended during the next incremental backup and must therefore not be moved,
renamed or deleted.

— The backup file is saved in the selected folder as an unzipped folder.

— To restore this incremental backup again,
- select these files/folders

— and create a ZIP file via the context menu.
- You can use this ZIP file to restore the entire ecoMAILZ.
— The duration of the data backup depends on the size of the archived files and the information.

— The first execution of the incremental backup may take longer because ecoMAILZ makes a full backup of all
available containers.

- ecoMAILZ then adds the latest changes and new data to the existing backup in the specified rhythm.

8. Select the intervals for your data backup.
a) Daily: Enable this setting to execute the backup process every day at the same time.
i. Time: Enter the time at which you want ecoMAILZ to back up the data.

b) Weekly: Enable this setting to execute the backup process every week on the same day and at the same
time.

i. Weekday: Select the weekday.

ii. Time: Enter the time at which you want ecoMAILZ to back up the data.

c) Monthly: Enable this setting to execute the backup process every month on the same day and at the same
time.

i. Day: Select the day of the month.
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9.

10.

1.

12.

ii. Time: Enter the time at which you want ecoMAILZ to back up the data.

Email notification for failed backups: The system has the option to send notification Emails containing errors
and status of automatic backups (manual backups are excluded from Email notifications). Sending Email no-
tifications requires prior configuration of the outgoing mail server via the "Email Notification" menu item. Then

enable "Email notifications for failed backups" and make the necessary settings.

a) Email notification for successful backups: If required, the system will notify you via Email of the status after
every backup, regardless of whether the backup was successful or not. To activate this Email notification,

also enable "Email notifications for successful backups”.

backup-userOl@sampledomain.com

b) Email recipients (separate multiple recipients with a semicolon ";"): Enter the email address(es) of one or

more recipients. Separate multiple recipients with a semicolon ",".

backup-userOl@sampledomain.com; backup-userOl@sampledomain.com

Save your settings by clicking "Save" or abort the process with "Cancel".

Create backup now: Click "Create Backup" to immediately start the configured backup (full or incremental

backup) after saving, regardless of the set interval.

Click "Cancel" to exit the "Global Settings". 13. To close the Settings dialogue box, click the green "Return" icon

at the bottom right.
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Figure 3.4: Global Settings - Incremental Backup with Email Notification (here: Weekly, Mondays, 07:00 am)
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Figure 3.5: Global Settings - Incremental Backup with Email Notification (here: Every Day, 00:00)
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Figure 3.6: Global Settings - Dialogue Box for Immediate Backup (Manual Backup)
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3.4 Restore (Data Recovery)

1. Only a user with administrator permissions in ecoMAILZ can restore data.

a) Users without administrator permissions cannot see the "Settings" menu item.
During a data recovery, no other users should be connected and/or working with the system.

When the data backup is imported, the existing data store is deleted irrevocably.

H @D

Active adapters are automatically stopped during data recovery and then restarted following the recovery.

5. The duration of the recovery process depends on the data volume and the system environment. The recovery

process may take longer for large data volumes.

The following contains important information about data recovery and how to restore your data.
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Global Settings" menu item in the overview.
4. Select the "Restore" menu item and make the required settings in the "Restore" window. .

5. Select Data Backup: Select the ZIP file with the data backup.

a) If you want to restore your data based on an incremental backup, you must first create a ZIP file from the

following data of your backup:
i. data, hsqldb, version.info
A. Select these files/folders
B. and create a ZIP file via the context menu.

b) 2. This ZIP file can then be used for the recovery process.

6. Click "Restore" to start the recovery process.

a) Theduration of the recovery process depends on the data volume and your system environment. Depending

on the size, the recovery may take a while.
7. Click "Cancel" to exit the "Global Settings" area.

8. To close the Settings dialogue box, click the green "Return” icon at the bottom right.
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Figure 3.7: Global Settings - Data Recovery (Restore)

3.5 License

The administrator activates and manages the purchased ecoMAILZ license on the Settings page in the ecoMAILZ

Webclient. In the "License" area, you can display and manage your license information.
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Figure 3.8: Global Settings - License Activation (Full Version)
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3.5.1 Activate License

To activate the full version of ecoMAILZ, you require a license. You can purchase it in the online shop at www.ecodms.de.

Then you can activate your ecoMAILZ license as follows:
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Global Settings" menu item in the overview.
4. Select the "License" menu item.

5. Enter your license information in the "License Activation" window. Please make sure the spelling is correct. You

received the license information via Email after purchasing the ecoMAILZ full version.

a) Licensee: Enter the name of the licensee. Please make sure the spelling is correct. You can find the name

of the license holder in the email you received after purchasing your license(s).

b) License number: Enter the license number. Please make sure the spelling is correct. You can find the name

of the license number in the email you received after purchasing your license(s).
6. Click "Activate".

7. The license is checked and activated. This operation may take a while.

Please note that your computer requires a stable internet connection to activate the license. The license is compared
with the ecoMAILZ license server and activated accordingly.

8. In the "License Overview" window you can find out more about your license information and the associated

update period.

For more details about the licensing model and its validity, refer to www.ecomailz.de.

9. To close the Settings dialogue box, click the green "Return” icon at the bottom right

3.5.2 Deactivate License

An ecoMAILZ license can always be activated on a computer instance, to which it is then dedicated. Of course, you
can also install or migrate your purchased license to another device if required. This, however, requires prior deacti-
vation. It is not possible to activate a license number more than once at the same time.

To deactivate your license, complete the following steps:

1. Click the menu icon at the top right in the ecoMAILZ Webclient.
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2. Select the "Settings" menu item.

3. Select the "Global Settings" menu item in the overview.
4. Select the "License" menu item.
5. Click "Deactivate" in the "License Activation" window.

6. The license is checked and deactivated. This operation may take a while.

— Please note that your computer requires a stable internet connection to deactivate the license. The license is
compared with the ecoMAILZ license server and deactivated accordingly.

7. In the "License Overview" window, you can now see the details of the demo version.

— Please note that you may only use the demo version for test purposes.

- You can archive a maximum of 3000 Emails with the demo version.

8. To close the Settings dialogue box, click the green "Return” icon at the bottom right.

3.6 Erasure Requests

Configure the email erasure process and the erasure logs.

Ldschanfragen

™ sichtungsfrist
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£ Wiederherstellung ®
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s
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B EMail Export
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Figure 3.9: Global Settings - Erasure Requests

ecoMAILZ (donnie) - Build 1.0.8 Manual | EN



3. Global Settings

3.6.1 Two-man Rule

The two-man rule ensures that important decisions cannot be made by an individual person and prevents critical ac-

tions from being undertaken by a single person. The aim is to reduce the risk of errors and abuse. In the case of erase

requests, the two-man rule ensures that an erase request is not approved by the same person who made the request.

To enable the two-man rule, proceed as follows:

1.

2.

3.

Click the menu icon at the top right in the ecoMAILZ Webclient.

Select the "Settings" menu item.

Select the "Global Settings" menu item in the overview.

Select the "Erasure Requests" menu item.

Two-Man Rule (Switch): Enable the "switch" if you want to enable the two-man rule (green = enabled).
If your entry and check are successful, you can save the settings. To do so, click "Save".

To close the Settings dialogue box, click the green "Return” icon at the bottom right.

3.6.2 Automatically Delete Erasure Logs

You can configure the automatic deletion of erasure logs (emails following approved erase requests) after a specified

time. The logs for deletion are determined by the time of approval. To automatically delete erasure logs, complete the

following steps:

1.

2.

3.

4.

5.

6.

Click the menu icon at the top right in ecoMAILZ Webclient.
Select the "Settings" menu item.

Select the "Global Settings" menu item in the overview.
Select the "Erase Request’ menu item.

Automatically delete erasure logs: Click the "switch" (green = enabled) to enable automatic deletion.

a) Delete after (numeric field)): Enter the number of years or days after which the system deletes the logs

- If you enter the value "0", the logs are deleted on the day of approval.

b) Year(s) | Day(s): Select the unit

Click "Save" or abort the process with "Cancel".

7. To close the Settings dialogue box, click the green "Return” icon at the bottom right.
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3.7 Adapters Overview

This is an overview of all running adapters and the data that are currently being processed. This view automatically

refreshes every 5 seconds. To go to the overview, complete the following steps:

1. Click the menu icon at the top right in ecoMAILZ Webclient.

2. Select the "Settings" menu item.

3. Select the "Global Settings" menu item in the overview.

4. Select the "Adapter Overview" menu item.

5. To close the Settings dialogue box, click the green "Return” icon at the bottom right.
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4 EMail Benachrichtigung
& Datensicherung

£ Wiedetherstellung
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B EMail Export

<\ Aufbewahrungsfristen

Adapter Ubersicht

Name Ordner Abgearbeitete E-Mails
Beispiel Adapter INBOX 0

Exchange Beispiel Adapter - 0

Figure 3.10: Global Settings - Adapter Overview

3.8 Email Export

— The emails are exported as .eml from the containers

— The export process exports all emails from the archive

— The export is divided into: temp + permanent archive

- The file name contains the timestamp (YYMMDDHH:MM, e.g. 202108101253 -> 10.08.2021 12:53 hrs) and the

email ID

- If you are running ecoMAILZ on a NAS, please refer to the information on the mount path for the export in the

installation manual!
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This feature exports all archived emails to the selected folder in .eml format. To export all archived emails, complete

the following steps:
1. Click the menu icon at the top right in ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Email Export" menu item in the overview.

4. Destination folder: Select the destination folder. All accessible folders of the ecoMAILZ installation environ-

ment’s operating system are displayed.

5. Export: Click "Export" to start exporting. This process may take a while depending on the data volume.

) °
MAILZ
S SR E-Mail Export
x t archivierten E-Mails im .emi Format in den ausgewahiten Ordner

[ Sichtungsfrist Ci\ecomail Ilz-export

E-Mail Benachrichtigung
ABBRECHEN ~ EXPORTIEREN

& Datensicherung

4D Wiederherstellung
O Lizenz

W Loschanfragen
444 Adapter Obersicht
B E-Mail Export

< Aufbewahrungsfristen

Figure 3.11: Email Export

3.9 Retention Periods

Users can configure email retention periods in ecoMAILZ. After a retention period has expired, the system either

automatically erases the emails or the user (with the permission to answer erase requests) erases them manually.
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— For more information on this topic, refer to chapter 7.7 in this manual.

— Use search terms to assign emails to a retention period. You can use the parameters of the full-text search to

assign the search terms (refer to the chapter Search & Filter -> Examples full-text search).

- Erase automatically enabled: Finally archived emails that match the criteria of a retention period are automat-

ically erased after the specified period and cannot be restored.

- Erase manually: Finally archived emails that match the criteria of a retention period can be erased manually

after the specified period and cannot be restored.
— If users can answer erase requests regardless of permissions, ecoMAILZ displays all emails for erasure.

— There is no guarantee that emails, whose retention period expired before it was modified or deleted, have not

already been erased.

— The retention periods are sorted by priority. The top one in the list has the highest priority. Disabled retention
periods are ignored. If you have created several retention periods, sort them by priority. In the email details, the

first deadline is highlighted in red.
- If more than one deadline applies to an email, the deadline with the higher priority will be considered first.
— Running email erasure processes ignore edits to retention periods. Any edits are applied in the following run.
- In ecoMAILZ, users have customised quick filters for displaying emails and their retention periods.

— The detected retention periods are also displayed in form of a chip in the email details. This means that the
retention period is also visible in the email. In addition to the name of the retention period, the chips also indicate
whether the email should be manually or automatically erased from the system after the retention period has

expired.
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Figure 3.12: Set Retention Periods - Keyword Examples
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Figure 3.13: Set Retention Periods - Example Overview
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Figure 3.15: Retention Periods - Example Overview Including Chips

3.9.1 Create New Retention Period

To create a new retention period, complete the following steps:

1. Click the menu icon at the top right in ecoMAILZ Webclient.

2. Select the "Settings" menu item.

3. Select the "Retention Periods" menu item in the overview.

4. Click the green "Plus” icon to create and configure a new retention period.

a)

b)

f)

Name: Enter a unique and descriptive name. It displays on a coloured chip in the details of finally archived

emails
Colour: Specify the colour of the chip with the name of the retention period

Search term: Specify the terms the email must contain to set the retention period. Make sure the spelling
is exact. You can use the parameters of the full-text search to assign the search terms (refer to the chapter
Search & Filter -> Examples full-text search).

Retention period (numeric field): Enter the number of years, months or days after which the system deletes

the logs
Years, months, days: Select the unit

Erase automatically: After a retention period has expired, the system either automatically erases the emails
or the user (with the permission to answer erase requests) erases them manually. Enable the switch if you

want the emails to be deleted automatically (green = enabled).
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- If you have assigned the "Erase automatically" feature to a retention period, ecoMAILZ erases these emails

automatically.
- In this case, ecoMAILZ does not generate an erasure log.
- The email is erased and cannot be restored.

- If the "Erase automatically" feature is NOT enabled, users with respective permissions can delete the e-mails
manually users after the deadline has expired. Refer to the chapter "Expired Deadlines -> Delete Emails Manu-

ally” in this manual for more information about this process.

5. You can now enable the retention period in the overview.

a) Enable! Use the switch on the left to enable a retention period (green = enabled, grey = disabled)

b) Note the prioritisation! If you have created several retention periods, sort them by priority. The deadline with the
highest priority and is applied first to the email, is at the top. In the email details, the first deadline is highlighted

in red.

6. Click "OK" to save the settings or click "Cancel” to abort the process.

7. The entry appears in the overview, where you can edit or delete it.

Note the prioritisation!
If you have created several retention periods, sort them by priority. The deadline with the highest priority and is applied
first to the email, is at the top. In the email details, the first deadline is also highlighted in red.

— Use the arrow keys to the right of a retention period to move the entries up and down.

Enable! Use the switch on the left to enable a retention period (green = enabled, grey = disabled)

- Enable a retention period with the switch on the left.
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3.9.4 Edit Retention Period

— There is no guarantee that emails, whose retention period expired before it was edited or deleted, have not

already been erased.

- Running email erasure processes ignore edits to retention periods. Any edits are applied in the following run.

To edit a retention period, complete the following steps:
1. Click the menu icon at the top right in ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Retention Periods" menu item in the overview.
4. Click the "Edit” icon (pencil) next to the retention period.
5. Make your changes.
6. Click "OK" to save the settings or click "Cancel” to abort the process.

7. The modified entry appears in the overview, where you can edit or delete it.

3.9.5 Delete Retention Period

- Please note that you cannot undo the deletion of a retention period.

— There is no guarantee that emails, whose retention period expired before it was modified or deleted, have not

already been erased.

- Running email erasure processes ignore edits to retention periods. Any edits are applied in the following run.

To delete a retention period, complete the following steps:
1. Click the menu icon at the top right in ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Retention Periods" menu item in the overview.
4. Click the "Delete” icon (trash) next to the retention period.

5. Confirm the message "Do you really want to delete this retention period" with "Yes" to irrevocably remove the

entry. Cancel the process with "No".
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4 Configure Adapter

This is where you configure the email sources. The software offers import options from different mail servers and

groupware solutions.

In addition, "adapters" are fundamental for user access.

Before you can configure users, you need to define the source of your Emails via the "adapters”.

At least one valid "adapter” should be available for each user you want to configure.

You can individually configure and edit the review deadline for each adapter.

NEUEN ADAPTER ANLEGEN

Beispiel Adapter A

Neuer Adapter

B0 Dateisystem

B2 IMAP/POP3 Konto
B Exchange Konto
B Microsoft 365

Figure 4.1: Adapter Settings - Create New Adapter (Overview)

4.1 File System

- You can use ecoMAILZ to retrieve and archive emails from a file system folder.

- You can only import EML files, but ecoMAILZ version 1.0.8 and later also support journal emails.
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ecoMAILZ can download and archive EML files from a folder on the file system. To do so, complete the following

steps:
1. 1. Click the menu icon at the top right in ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Adapter Settings" menu item in the overview.
4. To create and configure a new adapter, click the "Create New Adapter" button.
5. Select the "File System" entry.
6. Adapter disabled / enabled (switch): Enable the new adapter by clicking the "Switch" (green = enabled).
7. Profile name: Assign a unique profile name to the adapter.

8. Monitored folder: elect the source / the folder from which you want ecoMAILZ to download the emails.
a) This folder is located on the ecoMAILZ server and is monitored by ecoMAILZ.
b) ecoMAILZ downloads incoming messages from the folder in a selected interval and archives them.

9. Monitoring interval (seconds): Enter in which interval you want ecoMAILZ to check the folder for new Emails.
Enter the value in number of seconds. For example

60

10. After downloading the emails, you can either remove them from the folder (="Delete files after processing") or
rename them (="Rename files after processing). Click the option you want to select.

a) Suffix for renamed files: If you want to rename the files after processing, please enter the "suffix". This

implies the new filename extension. For example:

.archived

or

.arch

b) This ending indicates to ecoMAILZ that these Emails have already been downloaded.
i. Emails with this ending are not downloaded again.

ii. Please note that Emails that have already been retrieved and which have a new file extension must not
be reformatted to .eml again. Otherwise the system will continually process these Emails.

c) Please also refer to the information in the chapter 1.1.2 in this manual.
11. Review deadline: When creating an adapter, ecoMAILZ uses the default review deadline configured in the "Global
Settings - Review Deadline" dialogue box. You can change the review deadline for this adapter. In the "Review

Deadline" area, enter the period for the deadline. These are numeric fields (archive all fields set to 0 = Archiving

e-mails immediately and irrevocably).

a) Days: Enter an integer for the number of days until final archiving.
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i. Possible values: 0-365

b) Hours: Enter an integer for the number of hours until final archiving.

i. Possible values: 0-23

¢) Minutes: Enter an integer for the number of minutes until final archiving.

i. Possible values: 0-59

12. Now click "Save".

a) The settings are now saved in the list of available adapters (left column in the "Adapter Settings" dialogue
box).

b) Click the list to open and edit or delete the settings.

13. To close the Settings dialogue box, click the green "Return" icon at the bottom right.

MAILZ

Adapter Einstellungen

Adapter inaktivaki
Dateisystem Beispiel

Uberwachter Ordner
C:\beispiel-emails

Uberwachungsintervall (Sek
5

O Dateien nach der Verarbeitung 18schen

(@® Dateien nach der Verarbeitung umbenennen
Suffi fir umbenannte Dateien (zum Beispel: arch)
.arch

Sichtungsfrist

Nach Ablauf der angegebenen Sichtungsfrist werden E-Mails endgiiltig archiviert

Stunden

ABBRECHEN SPEICHERN

Figure 4.2: Adapter Settings - File System - Example with Suffix

4.2 IMAP / POP3 Account

If you want to archive your Emails from an IMAP or POP3 account, complete the following steps:
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Adapter Settings" menu item in the overview.
4. To create and configure a new adapter, click the "Create New Adapter" button.

5. Select the "IMAP / POP3 Account" item.

ecoMAILZ (donnie) - Build 1.0.8 Manual | EN



4. Configure Adapter

6.

7.

8.

10.

11.

12.

13.

14.

Adapter disabled / enabled (switch): Enable the new adapter by clicking the "Switch" (green = enabled).
Profile name: Assign a unique profile name to the adapter.

IMAP folder: From these folders ecoMAILZ downloads the emails it archives.

a) Select the required folders by checking them in the list.
i. To do so, you must first enter and load all mail server information.
ii. The list box is available after you successfully executed the "Check Settings" function.
iii. When using IMAP adapters, drafts are excluded during archiving.
A. ATTENTION: This is not supported by POP3.
iv. POP3 accesses the inbox only. Therefore, you do not need to select any other folders.

b) ecoMAILZ monitors the enabled folders.

¢) ecoMAILZ downloads incoming messages from the folder in a selected interval and archives them.

. Monitoring interval (seconds): Enter in which interval you want ecoMAILZ to check the email account for new

Emails. Enter the value in number of seconds.

Server address: Enter the address of your mail server. This can, for example, be an IP address or a server name,

depending on your mail server configuration.
Server port: Enter the server port for the inbox of your mail server.
Protocol: Select the appropriate protocol of your mail server. ecoMAILZ supports the following protocols and
displays them for selection:
a) IMAP (SSL/TLS)
b) IMAP (STARTTLS)
c) IMAP
d) POP3 (SSL/TLS)
e) POP3 (STARTTLS)
f) POP3
For IMAP (SSL/TLS) and IMAP (STARTTLS), ecoMAILZ supports TLSv1, TLSv1.1and TLSv1.2.
Ignore certificate error (Switch): ecoMAILZ archives Emails per default, regardless whether an error occurs in

the stored certificate of the email server. If you want to include certificates, you can disable the “Ignore certificate

errors” function.
a) Ignore certificate error = green

b) Include certificate error = grey

Username: Enter the user name for the email account you want to archive.
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a) Please note: We recommend you work with a technical user who has access to a central inbox with all

Emails. In the user management section of ecoMAILZ, you can assign access and reading permissions to
users for the appropriate Email accounts. For more information, refer to 1.5 in this manual.

15. Password: Enter the password associated with the username.
16. Archive all Emails starting from: Select the start date for Email archiving. Emails in ecoMAILZ are downloaded

and saved to the archive from the day you set here.

a) Archive unread Emails only: s an option, you can save only unread Emails to the email archive. In this case

you must enable the function "Archive unread Emails only".

i. If this function is enabled, you must select an action for the already archived Emails to ensure that they

are not archived twice.

ii. 2. ATTENTION! When using POP3, archiving “only unread Emails” is not supported.

17. After the emails are downloaded, you can choose among the following actions:
a) No action: the emails remain unchanged on the mail server.
b) Delete Emails after processing: the emails are removed from the mail server after processing.
c) Mark Emails as read after processing: Unread Emails are marked as read on the mail server after process-
ing.
d) Delete / mark as read already archived Emails on the server (switch): When the functions "Delete Emails

after processing" or "Mark Emails as read after processing" are enabled, you can delete, or mark as read

already archived Emails on the server.

18. Review deadline: When creating an adapter, ecoMAILZ uses the default review deadline configured in the "Global
Settings - Review Deadline" dialogue box. You can change the review deadline for this adapter. In the "Review
Deadline" area, enter the period for the deadline. These are numeric fields (archive all fields set to 0 = Archiving

e-mails immediately and irrevocably).
a) Days: Enter an integer for the number of days until final archiving.

i. Possible values: 0-365

b) Hours: Enter an integer for the number of hours until final archiving.

i. Possible values: 0-23

¢) Minutes: Enter an integer for the number of minutes until final archiving.

i. Possible values: 0-59

19. Check settings: Click the "Check Settings" button to let the system check the mail server configurations. eco-

MAILZ checks your entries and displays any error messages in a dialogue box.

a) If the check is successful, you have the option to share more IMAP folders for archiving.

20. If your entry and check are successful, you can save the adapter. To do so, click "Save".

a) The settings are now saved in the list of available adapters (left column in the "Adapter Settings" dialogue
box).

b) Click the list to open and edit or delete the settings.
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21. To close the Settings dialogue box, click the green "Return" icon at the bottom right.

L) -
MAILZ
- - .

IMAP Beisie Adapter

01012021 (03 Nor ungelesene E Mt archiveren

Sichtungsfrist

Figure 4.3: Adapter Settings - IMAP / POP3 (IMAP - SSL/TLS)

4.3 Exchange Account

If you want to archive your Emails from an exchange server, complete the following steps:
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Adapter Settings" menu item in the overview.
4. To create and configure a new adapter, click the "Create New Adapter" button.
5. Select the "Exchange" item.
6. Adapter disabled / enabled (switch): Enable the new adapter by clicking the "Switch" (green = enabled).
7. Profile name: Assign a unique profile name to the adapter.

8. Exchange folder: From these folders ecoMAILZ downloads the emails it archives.
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9.

10.

11.

12.

13.

a) 1. Select the required folders by checking them in the list.
i. To do so, you must first enter and load all mail server information.
ii. The list box is available after you successfully executed the "Check Settings" function.
iii. When using Exchange adapters, drafts are excluded during archiving.
b) ecoMAILZ monitors the enabled folders.

¢) ecoMAILZ downloads incoming messages from the folder in a selected interval and archives them.

Monitoring interval (seconds): Enter in which interval you want ecoMAILZ to check the email account for new

Emails. Enter the value in number of seconds.

Activating OAuth: If you want to use OAuth with an exchange server, you must enable the function here (green
= active). In addition to the default entry fields, fill in the entry fields of the following settings for OAuth. Use the
values from your existing OAuth configuration.

a) OAuth Resource: Enter the server (service) with the protected resources, e.g.

https://outlook.office365.com

b) OAuth Request URL: The authorization server returns the answer here following authorization. Enter your

value, e.g.

https://login.microsoftonline.com/

c) OAuth Tenant Name: Use the tenant value in the request path to specify which user can log on to the

application. Enter your value here.
d) OAuth Client ID: Enter the application ID (client ID) assigned to your app in the portal.
e) OAuth Client Secret: This key is only known to the application and the authorization server. Enter your value

here.

Exchange web service Url: Enter the address of your exchange server. The service URL is the address via which
Exchange communicates with the exchange web services (EWS). The service URL for an exchange server can

look like the following:

https://SERVER-NAME/EWS/Exchange . asmx

Batch size: Enter how many messages per call you want ecoMAILZ to download within a monitoring interval.

This is a numeric field. Example value:

100

Username: Enter the username for the email account you want to archive. As a rule, this is your domain name,
followed by a backslash and your account ID. Often the account ID is part of your Email address before the "@"

symbol and the domain is the part of your Email address behind the "@" symbol. This, however, does not always
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apply. The username can also be the full Email address, depending on the settings of your exchange server. An

example for a user name is:

sampledomain\username

Please note: We recommend you work with a technical user who has access to a central inbox with all Emails. In the
user management section of ecoMAILZ, you can assign access and reading permissions to users for the appropriate
Email accounts. For more information, refer to 1.5 in this manual.

14. Password (This field is only visible with the default configuration without OAuth): Enter the password associated

with the username.

15. Domain (This field is only visible with the default configuration without OAuth): Enter the address of your exchange

account. Often the domain is part of your Email address after the "@" symbol. This, however, does not always
apply.

16. Archive all Emails starting from: Select the start date for Email archiving. Emails in ecoMAILZ are downloaded
and saved to the archive from the day you set here.

a) Archive unread Emails only: As an option, you can save only unread Emails to the email archive. In this

case you must enable the function "Archive unread Emails only".
i. If this function is enabled, you must select an action for the already archived Emails to ensure that they
are not archived twice.
17. After the emails are downloaded, you can choose among the following actions:
a) No action: the emails remain unchanged on the mail server.
b) Delete Emails after processing: the emails are removed from the mail server after processing.
c) Mark Emails as read after processing: Unread Emails are marked as read on the mail server after process-
ing.
d) Delete / mark as read already archived Emails on the server: When the functions “Delete Emails after

processing” or “Mark Emails as read after processing” are enabled, you can delete, or mark as read already

archived Emails on the server.

18. Review deadline: When creating an adapter, ecoMAILZ uses the default review deadline configured in the "Global
Settings - Review Deadline" dialogue box. You can change the review deadline for this adapter. In the "Review
Deadline" area, enter the period for the deadline. These are numeric fields (archive all fields set to 0 = Archiving
e-mails immediately and irrevocably).

a) Days: Enter an integer for the number of days until final archiving.
i. Possible values: 0-365
b) Hours: Enter an integer for the number of hours until final archiving.

i. Possible values: 0-23
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¢) Minutes: Enter an integer for the number of minutes until final archiving.

i. Possible values: 0-59
19. Check settings: Click the "Check Settings" button to check the exchange configurations. The system checks
your entries and displays any error messages in a dialogue box.
20. If your entry and check are successful, you can save the adapter. To do so, click "Save".
a) The settings are now saved in the list of available adapters (left column in the "Adapter Settings" dialogue
box).

b) Click the list to open and edit or delete the settings.

21. To close the Settings dialogue box, click the green "Return" icon at the bottom right.

Sichtungsfrist

Figure 4.4: Adapter Settings - Exchange

4.4 Microsoft 365

— To set up and use the adapter for Microsoft 365, you need to make some basic settings in Azure.

— For more information, refer to the notes in the ecoDMS knowledge base, where you can learn more about the
required settings in Azure.

- Use the following link to access the knowledge base:

https://confluence.applord-gruppe.eu/ek

To archive emails from Microsoft Office 365 in ecoMAILZ, complete the following steps:
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1. ecoMAILZ Menu -> Settings

2. Select the "Adapter Settings" menu item in the overview.

3. Click the "Create New Adapter” button

4. Select "Microsoft 365" from the list

5. Adapter disabled / enabled (switch: Click the "toggle" (green = enabled) to enable the adapter
6. Profile name: Enter a name to recognise and retrieve the adapter

7. Monitoring interval (seconds: Enter the interval in which you want ecoMAILZ to check the email account for

new emails. Enter the value in number of seconds.
8. Application ID: The ID of the application (client) created in Azure
9. Client: The ID of the client created in Azure (directory ID)
10. Secret: The secret client key associated with the application created in Azure (secret client key)

11. Select account (green user button: Select the user accounts

a) To do so, you must first enter and load all mail server information.
b) The list box is available after you successfully executed the "Check Settings" function.
¢) ecoMAILZ monitors the enabled accounts.

d) You can only save the adapter if you have selected at least one account and at least one folder for each selected

account.

12. Edit account folder: Once you have selected the accounts, select the folders you want to archive. To do so, click

the folder icon next to the email address

a) You can select the folders you want to archive (e.g. Inbox, Sent...) separately for each account.

i. The following folders are automatically excluded: Drafts, Outbox, Synchronisation Issues, Conflicts, Local
Errors, Server Errors, Conversation History

b) ecoMAILZ retrieves and archives the messages from the selected accounts and folders at the selected interval.

13. Add Inbox: Enable this switch (green = enabled) if you want ecoMAILZ to archive the inbox folder automatically

for all selected accounts

14. Archive all emails starting from: Start date for email archiving. Set the day from which you want to start down-
loading and saving emails from ecoMAILZ to the archive.
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a) Archive unread emails only: As an option, you can save unread emails to the email archive. In this case,

enable the function "Archive unread emails only".
i. If you enable this function, select an action for the already archived emails to ensure that they are not
archived twice.
15. After downloading the emails, select one of the following actions:
a) No action: The emails remain unchanged on the email server.
b) Delete emails after processing: The emails are removed from the email server after processing.

c) Mark emails as read after processing: Unread emails are marked as read on the email server after pro-
cessing.

d) Delete / mark as read already archived emails on the server (switch): If you enable “Delete emails after
processing” or “Mark emails as read after processing”, archived emails are deleted or marked as read on

the mail server.

16. Review deadline: When creating an adapter, ecoMAILZ uses the default review deadline configured in the "Global
Settings - Review Deadline" dialogue box. You can change the review deadline for this adapter. In the "Review
Deadline" area, enter the period for the deadline. These are numeric fields (all fields set to 0 = finally archive

emails immediately).
a) Days: Enter the number of days until final archiving
i. Possible values: 0-365
b) Hours: Enter the number of hours until final archiving
i. Possible values: 0-23
c) Minutes: Enter the number of minutes until final archiving
i. Possible values: 0-59
17. Check settings: Click the "Check Settings" button to let the system check the email server configurations. eco-
MAILZ checks your entries and displays any error messages in a dialogue box.

a) If the verification is successful, you can configure more IMAP folders for archiving.

18. After verification, click "Save” to save the adapter settings.

— You can only save the adapter settings if you have selected at least one account and at least one folder for each
selected account.

- The settings are now saved in the list of available adapters (left column in the "Adapter Settings" dialogue box).

— Click the list to open and edit or delete the settings.

19. To close the Settings dialogue box, click the green "Return” icon.
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Figure 4.5: Adapter Settings - Microsoft Office 365

4.5 Edit Adapter

You can edit adapters if required. To do so, complete the following steps:
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "Adapter Settings" menu item in the overview.

4. Select the adapter you want to edit from the list of available adapters (left column in the "User Management"

dialogue box).
5. Make your changes.

6. Now click "Save".

a) The settings are stored for the selected adapter.

7. To close the Settings dialogue box, click the green "Return” icon at the bottom right.

4.5.1 Edit Review Deadline

You can configure and edit the review deadline. When you edit a review deadline, ecoMAILZ displays a dialogue box:

"Do you want to adapt the review deadline for existing Emails?"

- Yes: The new review deadline is applied to already archived Emails.

- No: The new review deadline is not applied to archived Emails (only to new Emails that arrive after saving).
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4.6 Delete Adapter

You can only delete an adapter if there is no user to whom the function "Login via adapter” is assigned.

To delete an adapter, complete the following steps:
1. ecoMAILZ Menu -> Settings
2. Select the "Adapter Settings" menu item in the overview.
3. Select the adapter you want to delete from the list of available adapters
4. lick the "Delete" button

5. Confirm the security prompt "Do you want to delete this adapter?” with “Yes”

a) or click "No” to cancel.

6. To close the Settings dialogue box, click the green "Return” icon
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5 User Management

— The "ecoMAILZ" user is automatically created during the installation of the email archive. For more details about
this user, refer to the chapter "Login Credentials".

— Attention! This is the default user of ecoMAILZ. It serves the purpose of your first login and setting up
your system. This user cannot see any Emails. Please create users with respective permissions in order
to start working with ecoMAILZ.

— The password to this user can be configured in the user management.
- The username cannot be changed.
— This user cannot be deleted.

— Users and adapters must be considered independently. However, you can use configured adapters for authen-
tication.

— A username must not contain a colon.

You can create and manage the users who can log on and use ecoMAILZ. Each user can be associated with several
email accounts (email addresses). Users can login to the Webclient with the configured login credentials and receive
access to all emails that are associated with their respective email address(es).

5.1 Create New Users

To create a new user, complete the following steps:
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Settings" menu item.
3. Select the "User Management" menu item in the overview.
4. To create and configure a new user, click the "Create New User" button.

5. Administrator (switch): Enable the "switch" if you want to assign administrator permissions to the user (green

= enabled).
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"Administrator" permissions should only be assigned to users who manage the system and are allowed to execute
sensitive functions. The administrator can make various settings and assign login credentials. Depending on their user
settings, administrators have access to all Emails, including sensitive Emails. Therefore, "administrator" permissions

should only be assigned to trustworthy people with managerial authority and in-depth programme knowledge.

6. Select how the user should login to ecoMAILZ.

a) Local user

— If a user should login to ecoMAILZ with a local user, the user receives separate login credentials.
- Inthis case, username and password are independent of the email account.

— The user can login to the ecoMAILZ Webclient with these login credentials.

b) Username: Enter the username to login to the Webclient.
i. Password: Enter the ecoMAILZ login password for the user.

c) Login via adapter:

— To avoid that a user requires separate passwords to access both the email system and ecoMAILZ, ecoMAILZ
offers authentication via a configured adapter.

— The username and password are checked by the selected adapter.

— The system checks whether the username can be authenticated by the configured adapter.

— The username and password thus depend on the email account of the mail server.

— To login to the ecoMAILZ Webclient, users can use the login credentials of their Email account.

— The username in this case must be the username of the configured Email account(s).

- You can only use the following adapter types: Exchange (only without Oauth), IMAP/POP3, Microsoft 365

— To display an adapter, it must be enabled.

d) Username: Enter the username to login to the mail server.

i. Adapter to be used: Select the adapter you want to use to authenticate the login credentials.

7. Language (Locale): Select the language (Locale) of the Webclient for the user. The language can be German
(de_DE) or English (en_US).

8. Personal Email addresses separated by a (,): Enter the email addresses associated with the user. Users can only
see the messages in the inbox of the email addresses that are configured for them. Separate multiple addresses

with a comma",". For example:
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mylEmail@sampledomain.com,my2mail@sampledomain.com,my3mail@sampledomain.com

a) To give a user access to all available Email addresses, enter an asterisk "*" in this box. The entry looks like this:

*

Please note: Access to all Emails should be treated highly confidentially. We recommend that Email access is
exclusively granted to users who have managerial authority and who have the permission to view every Email
without exception.

b) You can also enter Email addresses with the wildcards * and ?. It is important that when using a wildcard, you
always enter a valid Email address with the @ character and a dot before the top-level domain (for example:
“de” or “com”).

i. Examples for permitted Email entries:

john.doe@x*.com

*Q@domain.com

john. *@x . %

??77.doe@domain.??

ii. Examples for invalid Email entries:

*domain.com

john.doe@*

*J ohn*

9. Access to finally archived Emails from the following Email addresses (separated by a","): Emails from different
users and Email addresses can be archived in ecoMAILZ. Per default, it is only possible to access personal Email
accounts. In addition, it is possible to grant read access to finally archived Emails (status: green, review deadline
is expired and/or skipped) from other users. If this is required, enter the email addresses here. Otherwise you
can leave the box empty. For example:

j.doe@sampledomanin.com,c.smith@sampledomain.com

ecoMAILZ (donnie) - Build 1.0.8 Manual | EN




5. User Management

a) To give a user access to all available Email addresses, enter an asterisk "*" in this box. The entry looks like this:

*

Please note: Access to all Emails should be treated highly confidentially. We recommend that Email access
is exclusively granted to users who are authorised to issue instructions and who have the permission to view

every finally archived Email.

b) You can also enter Email addresses with the wildcards * and ?. It is important that when using a wildcard, you
always enter a valid Email address with the @ character and a dot before the top-level domain (for example:

“de” or “com”).

i. Examples for permitted Email entries:

john.doe@*.com

*Q@domain.com

john.*@x. *

???7.doe@domain.??

ii. Examples for invalid Email entries:

*domain.com

john.doe@x*

*J ohn*

10. Notifications for adapters: Enable this "switch" if you want users to receive information through the Notifications
dialogue (in the speech bubble in the ecoMAILZ header) about problems, errors and special technical features

of the available adapters (enabled = green).

11. Notifications for backups: Enable this "switch" if you want users to receive information through the Notifica-
tions dialogue (in the speech bubble in the ecoMAILZ header) about problems, errors and special features when
executing backups (enabled = green).

12. Send erasure requests: Enable this "switch" if you want to give a user the permission to select Emails for final
erasure. This user can then request the person with the "Erase" role to remove the selected messages from
the archive. Enabling and executing this function does not, however, allow this user to erase messages au-
tonomously. The user may only send an erase request for the selected Email (enabled = green).

a) Notifications: If the function "Send erasure requests" is enabled, the user automatically receives messages

about the erase request in the message dialogue (in the speech bubble in the ecoMAILZ header).

b) Please note:
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i. Treatthe "Erase" function with utmost care. Erasing Emails should be executed confidentially and with

due consideration. We recommend you assign this function to selected users only.

ii. From 2 users onwards, we strongly recommend the application of the two-man rule. Enable this func-

tion via "Settings - Global Settings - Erase Requests". The two-man rule is set as default.

13. Respond to Erase Requests: Enable this "switch" to permit a user to respond to erase requests. This user can
then decide how to respond to the individual erase requests. The user can either retain the selected messages

in the archive or approve the erase request (enabled = green).

a) Respond to Erase Requests Independent of Permissions: When the setting “Respond to erase requests”
is enabled, the sub-function “Respond to erase requests independent of permissions” can be enabled if

required (green = enabled).

i. This is an example of how to apply this sub-function: A company is working with the recommended

two-man rule when deleting Emails. By default, a user in ecoMAILZ only sees Emails for which he or
she has a permission. It may be the case, however, that the user must consent to deleting an Email for
which he or she does not have a read permission. To enable the staff responsible for processing erase
requests independent of their read permissions, the setting “Respond to erase requests independent of
permissions” allows them to see all erase requests independent of their user permissions. These Emails,
however, are only visible in the “Erase Requests” section. They are not displayed in the main overview
section, which will continue to display only those Emails for which the user has a read permission.

A. Notifications: If the function’Answer erase requests" is enabled, the user automatically receives
notifications about the erase request in the Notifications dialogue (in the speech bubble in the
ecoMAILZ header).

B. Please note:

- Treat the "Erase" function with utmost care. Erasing Emails should be executed confidentially
and with due consideration. We recommend this function to be enabled only for users with man-
agerial authority and who have the permission to view all Emails in ecoMAILZ.

- From 2 users onwards, we strongly recommend the application of the two-man rule. Enable this
function via "Settings - Global Settings - Erase Requests". The two-man rule ensures that a user
cannot erase his or her own Emails from the archive. The "Two-Man Rule" is set to default.

14. View erasure logs: Enable this "toggle" (green = enabled) to assign the permission to access erasure logs in
ecoMAILZ to the user. This refers to any emails that have been erased from the archive through an erasure
request and replaced by an erasure log.

15. To close the Settings dialogue box, click the green "Return" icon at the bottom right.

16. Click "Create".

a) The configuration is saved in the list of available users (left column in the "User Management" dialogue
box).

b) Click the list to open and edit or delete the settings.

17. To close the Settings dialogue box, click the green "Return” icon at the bottom right.
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Figure 5.1: User Management - Login with Adapter (IMAP)

5.2 Search User

Benutzer anlegen

®

O Lokaler Benutzer @ Login iiber Adapter

Benutzerna
f.musterfrau

Zu verwendender Adapter
IMAP BEISPIEL

If you have created several users, you can use the search function (left column in the "User Management" dialogue

box) to search for specific usernames in the user management section.

1. Just enter the search term in the search box.

2. Confirm your entry with "Enter".

3. ecoMAILZ displays the matching results.

4. Click the "x" icon to exit the search.
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NEUEN BENUTZER ANLEGEN

Q ecomailz o

2 ecomailz

Figure 5.2: User Management - Search User (Search Box)

5.3 Edit User

You can edit users if required. To do so, complete the following steps:
1. Click the menu icon at the top right in the ecoMAILZ Webclient.
2. Select the "Settings" menu item.

3. Select the "User Management" menu item in the overview.

4. Select the user you want to edit from the list of available users (left column in the "User Management" dialogue

box).

a) You can also use the search function to search for the user you want to delete (refer to "Search User").

5. Make your edits in the "Edit User" window.

6. Now click "Save".

a) The settings are saved for the selected user.

7. To close the Settings dialogue box, click the green "Return” icon at the bottom right.

5.4 Delete User

You can delete users if required. What is special when deleting a user in ecoMAILZ is that this process does not affect

the emails associated with the user. Finally archived Emails remain in ecoMAILZ after a user has been deleted.

1. Click the menu icon at the top right in the ecoMAILZ Webclient.
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5. User Management

Select the "Settings" menu item.
Select the "User Management" menu item in the overview.

Select the user you want to delete from the list of available users (left column in the "User Management" dialogue
box).

a) You can also use the search function to search for the user you want to delete (refer to "Search User").
In the "Edit User" window, click the "Delete" button.

Confirm the "Do you want to delete this user?" confirmation prompt with "Yes", or cancel the delete process by
clicking "No".

To close the Settings dialogue box, click the green "Return” icon at the bottom right.

5.5 Change Password (Through Administrator)

A user with administrator permissions can always change the password of a local ecoMAILZ user. Otherwise, the

login credentials configured in the mail server apply. These are independent of ecoMAILZ and can only be edited in

the mail server itself.

To change the password of a local user, complete the following steps:

1.

2.

Click the menu icon at the top right in the ecoMAILZ Webclient.
Select the "Settings" menu item.
Select the "User Management" menu item in the overview.

Select the user you want to edit from the list of available users (left column in the "User Management" dialogue
box).

a) You can also use the search function to search for the user you want to delete (refer to "Search User").
Enter the new password for the local user in the "Edit User" window.

Now click "Save".

a) The settings are saved for the selected user.

To close the Settings dialogue box, click the green "Return” icon at the bottom right.

5.6 Change Password (Through User)

Users themselves can always change the password of their local ecoMAILZ user. In all other cases, the login creden-

tials configured in the mail server apply. These are independent of ecoMAILZ and can only be edited in the mail server

itself.

To change your personal password, complete the following steps:
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1. Click the menu icon at the top right in the ecoMAILZ Webclient.

2.

3.

Select the "Change Password" menu item.

Enter the following information into the "Change Password" window:

a) Old password: Enter the current password of your local ecoMAILZ user with which you are logged in.

b) New password: Enter the new password.

c) Repeat password: Repeat the new password.

. Now click "Change".

The settings are saved for your username.

ecoMAILZ displays a message if the modification was successful. Finalise your entry with "OK".

A Alle(12)

[J Posteingang (12)
= Gesendet (0)

# Léschanfragen (0)

2

noreply@ecodms.de <noreply@eco..
Ply@: Ply@: 03 Mai 09:59

[0 300116410 Lizenz / License: UPGE-863721-... Keine E-Mail ausgewshlt.
Guten Tag Herr Liefers, mit dieser Mail erhal. ®
DELETED/GELOSCHT § N

[0 DELETED/GELOSCHT 17.05.2021 11:29 03Mar0950
Datum der Léschanfrage / Date of erase req ®
noreply@ecodms.de <noreply@eco...

[J 300116410 ecoDMS Support: SER-1000123. 03 Mai 0959
Guten Tag Herr Liefers, nachfolgend erhalte.
noreply@ecodms.de P

[0 300116410 Rechnung | Invoice: ECO3001669 e
Guten Tag Jan Liefers, vielen Dank fii lhre
ecoDMS GmbH <noreply@ecodms §

[J 300116410: ecoDMS Auftragsbestitigung (.. M@ 0956
Bestellung Bestel-Nummer: 300116410 B
noreply@ecodms.de <noreply@eco.. R

[ 300116409 Lizenz / License: L5T1-173721-..  30APr10:42
Guten Tag Herr Musterdemo, mit dieser Mai ®
noreply@ecodms.de )

[0 ecoDMS GmbH: AV-Vertrag / CP Agreement.. >0 A7
Sehr geehrte Damen und Herren, anbei erhal.
noreply@ecodms.de <noreply@eco... _

[J 300116409 ecoDMS Support: SER-1000123.. 20 4P 1004
Guten Tag Herr Musterdemo, nachfolgend e. ®
noreply@ecodms.de I

[0 300116409 Rechnung | Invoice: ECO3001668 o
Guten Tag Karl Musterdemo, vielen Dank fii.
ecoDMS GmbH <noreply@ecodms...

[0 300116409: ecoDMS Auftragsbestatigung (. 30 Apr ,_’\ .

Treffer: 12

aQ - 2 p@:

€]

Passwort éndem

Uber ecoMAILZ...

Abmelden

Figure 5.3: Local User - Function - Change Personal Password
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o7

D

MAILZ

A Alle (12) o
[J Posteingang (12)
»> Gesendet (0)

Léschanfragen (0)

(m]

(m]

noreply@ecodms.de <noreply@eco.
300116410 Lizenz / License: UPG6-863721-
Guten Tag Herr Liefers, mit dieser Mail erhal.

DELETED/GELOSCHT
DELETED/GELOSCHT 17.05.2021 11:29
Datum der Loschanfrage / Date of erase req..

noreply@ecodms.de <noreply@eco...
300116410 ecoDMS Support: SER-1000123.
Guten Tag Herr Liefers, nachfolgend erhalte.

noreply@ecodms.de
300116410 Rechnung | Invoice: ECO3001669
Guten Tag Jan Liefers, vielen Dank fiir hre

€coDMS GmbH <noreply@ecodms....
300116410: ecoDMS Auftragsbestéitigung (.
Bestellung Bestel-Nummer: 300116410 B...

noreply@ecodms.de <noreply@eco.
300116409 Lizenz / License: L5T1-173721-.
Guten Tag Herr Musterdemo, mit dieser Mai.

noreply@ecodms.de
ecoDMS GmbH: AV-Vertrag / CP Agreement...
Sehr geehrte Damen und Herren, anbei erhal.

noreply@ecodms.de <noreply@eco..
300116409 ecoDMS Support: SER-1000123.
Guten Tag Herr Musterdemo, nachfolgend ...

noreply@ecodms.de
300116409 Rechnung | Invoice: ECO3001668
Guten Tag Karl Musterdemo, vielen Dank fiir.

ecoDMS GmbH <noreply@ecodms....
300116409; ecoDMS Auftragsbestétigung (...

Treffer: 12

03 Mai 09:59

®

03 Mai 09:59

03 Mai 09:59

®

e
03 Mai 09:59

03 Mai 09:56

®

30 Apr10:42.

=3
30 Apr 10:04
30 Apr10:04

®
30 Apr10:04

30 Apr 09:58

Keine E-Mail ausgewahlt.

Passwort &ndern

ABBRECHEN ANDERN

—

Figure 5.4:

o

Local User - Change Personal Password

MAILZ.

A Alle(12) m)
[J Posteingang (12)
> Gesendet (0)

Loschanfragen (0)

(m]

(m]

noreply@ecodms.de <noreply@eco.
300116410 Lizenz / License: UPG6-863721-
Guten Tag Herr Liefers, mit dieser Mail erhal.

DELETED/GELOSCHT
DELETED/GELOSCHT 17.05.2021 11:29
anfrage / Date of erase req.

noreply@ecodms.de <noreply@eco..
300116410 ecoDMS Support: SER-1000123
Guten Tag Herr Liefers, nachfolgend erhalte.

noreply@ecodms.de
300116410 Rechnung | Invoice: ECO3001669
Guten Tag Jan Liefers, vielen Dank fiir Ihre

€coDMS GmbH <noreply@ecodms....
300116410: ecoDMS Auftragsbestétigung (.
Bestellung Bestell-Nummer: 300116410 B.

noreply@ecodms.de <noreply@eco..
300116409 Lizenz / License: L5T1-173721-.
Guten Tag Herr Musterdemo, mit dieser Mai.

noreply@ecodms.de
€coDMS GmbH: AV-Vertrag / CP Agreement.
Sehr geehrte Damen und Herren, anbei erhal

noreply@ecodms.de <noreply@eco..
300116409 ecoDMS Support: SER-1000123
Guten Tag Herr Musterdemo, nachfolgend e.

noreply@ecodms.de
300116409 Rechnung | Invoice: ECO3001668
Guten Tag Karl Musterdemo, vielen Dank fiir.

ecoDMS GmbH <noreply@ecodms.
300116409: ecoDMS Auftragsbe (.

Treffer: 12

03 Mai 09:59

03 Mai 09:59

03 Mai 09:59

®

®
03 Mai 0959

03 Mai 09:56

®

30 Apr10:42

®
30 Apr10:04

®

30 Apr10:04

3
30 Apr10:04

®

30 Apr 09:58

Keine E-Mail ausgewshit

Passwort geandert

Das Passwort wurde erfolgreich
geéndert!

oK

P

Figure 5.5: Local User - Successful Change of Personal Password
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6 Emails

ecoMAILZ automatically downloads the emails for archiving in accordance with the configured adapters. The Web-
client displays the emails to the appropriate user in a list, sorted by date in descending order. Click an Email to display
its content. There are several email options and filters available.

6.1 Select Emails

The "Responsive Design" allows access to the email archive via web browser from the PC, smart phone or tablet.

— Please note that the maximum number of messages you can select is 500.

— By touching the respective e-mails for a longer time, you can select one or more messages at your Smartphone
or Tablet.

- You can select messages by clicking on the checkbox or by holding the SHIFT key on your computer (see
Multiple Selection for details).

6.2 Email Status

The colour of the "circle icon" next to a message in the email list indicates its archiving status. By clicking the status
icon, you can display status details at the bottom of the window.

1. Status = Orange

a) Final archiving in X days X hours X minutes X seconds
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S
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ecoDMS GmbH <noreply@ecodms.de> .
O 800132591: Status u..va:s‘yﬁng bei der ecoDMS GmbH 1040 800132591: Status lhrer Bestellung bei der ecoDMS GmbH

Guten Tag Franziska Musterfrau, Der Status zu Ihrer Bestellu

Von  ecoDMS GmbH <noreply@ecodms.de>

ecoDMS GmbH <noreply@ecodms.de> An

A Alle (21) O 800132591: ecoDMS Auftragsbestiitigung (Franziska Muste. - Datum  2021-11-29 10:40:46
Bestellung BestelNummer 80012591 Bestll Datum 29
[ Posteingang (21) Keine Anhange verfiigbar
noreply@ecodms.de <noreply@ecodms.de> .
] 800132590 Web-Training: ecoDMS Vorlagenerstellung (Ass.. 1% Guten Tag Franziska Musterfrau,
B> Gesendet (0) Bestellung: 800132590 Buchung: ASSET2362 Web-Training; ®
Der Status zu Ihrer Bestellung Nr. 800132591 im ecoDMS-Onlineshop hat sich geandert. Der neue Status ist , Bezahlt". Die bestellten Produkte werden [hnen in
Kiirze per E-Mail zugestellt
i Loschanfragen (0) noreply@ecodms.de <noreply@ecodms.de> )
[0 800132590 ecoDMS Lizenz (67Q1-761221-1129-PJBI-1017) e Es griift Sie
Bestellung: 800132590 ecoDMS Lizenz G7Q1761221-1129-. @ Ihr ecoDMS-Team
<\ Aufbewahrungsfristen
MS GmbH
noreply@ecodms.de <, Dresdener Strafe 1
. [] 800132590 AV-Vertrag / DP Agreement (SER-1000123547) 52068 Aachen
ecoDMS Support Information SER-1000123547 Sehr geehrt. ® Deutschland

noreply@ecodms.de <noreply@ecodms.de> Kontakt-Moglichkeiten unter www.ecodmsde

e 01
800132590 Support (SER-1000123547) ;
o estllung 80012690 Support etals SER 10001239547 H Geschilfsfuhrer: Dipl -Betrw. Michael Schmitz, Helge Lihmann
Registergericht: Amtsgericht Aachen 19201
noreply@ecodms.de Sitz der Gesellschaft: Aachen
[ 80013259 Rechnung | Invoice EC03001784 018 Steuernr; 201/5944/4602
ecoDMS Rechnung | Invoice Seosunnoe sehr geehrteDam.. @ UID: DE206443475
Diese E-Mail enthilt vertrauliche und/oder rechtlich geschiitzte Informationen. Wenn Sie nicht der richtige Adressat sind oder diese E-Mail imtimlich erhalten
ecoDMS GmbH <noreply@ecodms. de> . haben, informieren Sie bitte sofort den Absender und vernichten Sie diese Mail. Das unerlaubte Kopieren sowie die unbefugte Weitergabe dieser Mail sind nicht
[ 800132590 Status Ihrer Bestellung bei der ecoDMS GmbH ors gestattet.
Guten Tag Franziska Musterfrau, Der Status zu lhrer Bestellu
noreply@ecodms.de e
[0 800132590 Vorabrechnung | Preliminary invoice (AVR10006. o1
£coDMS Vorabrechnung AVR1000626 Sehr geehrte Damen . ©)
ecoDMS GmbH <noreply@ecodms.de> i
[ 800132590: ecoDMS Auftragsbestiitiqung (Franziska Muste. e
Bestellung Bestell Nummer: 800132590 Bestell-Datum: 29.
ecoDMS GmbH <noreply@ecodms.de> T

[0 300116412 ecoDMS Auftragsbestétigung (Max Must.
Bestellung. Bestel-Nummer: 300116412 Bestel-Datu

Treffer: 21

Figure 6.1: Status Details - Orange

2. Status = Red

a) Final deletion in X days X hours X minutes X seconds

) -

MAILZ noreply@ecodms.de <noreply@ecodms.de> i . . I3

Alle - [] 800132597 ecoMAILZ Lizenz (PBG2-MAILZMO48 5426211, 1% 800132591: Status Ihrer Bestellung bei der ecoDMS GmbH
Bestellung: 800132591 ecoMAILZ Lizenz PSG2-MAILZMO4...
Von  ecoDMS GmbH <noreply@ecodms.de>

A Ale@s) noreply@ecodms.de = An L
[J 800132591 Av-Vertrag / DP Agreement (SER-1000123548) 043 Datum  2021-11-29 10:40:46
©ecoDMS Support Information SER-1000123548 Sehr geehrt. (
[ Posteingang (25) Keine Anhange verfiigbar
noreply@ecodms.de <novep\y@ecodms de>
O] 800132591 Support (SER10001 1043 Guten Tag Franziska Musterfrau,
> Gesendet (0) Bestellung: 800132591 Support e SER1000123546 H [

Der Status zu Threr Bcsmllung Nr. 800132591 im ecoDMS-Onlineshop hat sich geéndert. Der neue Status ist , Bezahlt*. Die bestellten Produkte werden Thnen in
Kiirze per E-Mail zugestell

Lschanfragen (0) noreply@ecodms.de e
[ 800132591 Rechnung | Invoice EC03001785 04 Es griiBt Sie
ecoDMS Rechnung | Invoice ECO3001785 Seh geehrie Dam... Ihr ecoDMS-Team
Aufbewahrungsfristen
ecoDMS GmbH
ecoDMS GmbH <noreply@ecodms.de> . Dresdener SiraBe 1
A Abgelaufene Fisten [ 800132591 Status Ihrer Bestellung be der ecoDMS GmbH 52068 Aachen
Guten Tag Franziska Musterfrau, Der Status zu Ihrer Bestellu.. (@) Deutschland
ecoDMS GmbH <noreply@ecodms.de> Kontak-Méglichkeiten unter wyww.ecodms.de
~ ste.. 1040
[m} izf:jiffj ;:fmi"‘\:v::iv eetgun (Famka e Geschafsfiihrer: Dipl.-Betr. Michael Schmitz, Helge Lihmann
Registergerichi: Amisgericht Aachen 19201
noreply@ecodms.de <noreply@ecodms.de> itz der Gesellschaft: Aachen
O] 800132590 Web-Training: ecaDMS Vorlagenersteliung (ASs.. '8 Steuernr.; 201/5944/4602
Bestellung: 800132590 Buchung: ASSET2362 Web Training UID: DE296443475

Diese E-Mail enthal vertrauliche und/oder rechilich geschiizte Informationen. Wenn Sie nicht der richtige Adressat sind oder diese E-Mail irrimlich erhalten
noreply@ecodms.de <noreply@ecodms. de> haben, informieren Sie bite sofort den Absender und vernichien Sie diese Mail. Das unerlaubte Kopieren sowie die unbefugte Weitergabe dieser Mail sind nicht
[ 800132590 ecoDMS Lizenz (G7Q1-761221-1129-RIBI1017) gestatte.
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-

noreply@ecodms.de
[ 800132590 AV-Vertrag / DP Agreement (SER1000123547) 1
ecoDMS Support Information SER-1000123547 Sehr geehrt. ®

noreply@ecodms. de <noreply@ecodms.de>

[0 800132590 Support (SER-1000123547) 018
Bestellung: 800132590 Support Details SER-1000123547 H.
noreply@ecodms.de @

O 800132590 Rechnung | Invoice ECO3001784
coDMS Rechnung | Invoice EC03001784 Sef geehrte Dam

Stunden 55 Minuten 33 Sekunden

Treffer: 25 Wird endgiiltig gelscht in 9 Tagen

Figure 6.2: Status Details - Red

3. Status = Green

a) Finally archived
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(<)

ecoDMS GmbH <noreply@ecodms. de>
[ 800132591: Status Ihrer Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu lhrer Bestellu

ecoDMS GmbH <noreply@ecodms.de>
800132591: ecoDMS Auft stétigung (Franziska Muste.
Bestellung Bestel-Nummer: 800132591 Bestel-Daturm: 20.

A Alle (25) o

[J Posteingang (25)
noreply@ecodms.de <noreply@ecodms.de>
[ ©00132590 Web-Training: ecoDMS Vorlagenerstellung (ASS.

> Gesendet 0) Bestellung: 800132590 Buchung: ASSET2362 Web-Training

noreply@ecodms.de <noreply@ecodms.de>
[] 800132590 ecoDMS Lizenz (G7Q1-761221-1129-RIBI1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-.

B Loschanfragen (0)

<\ Aufbewahrungsfristen

noreply@ecodms.de
[ 800132590 AV-Vertrag / DP Agreement (SER-1000123547)
©ecoDMS Support Information SER-1000123547 Sehr geehrt.

Abgelaufene Fristen

noreply@ecodms.de <noreply@ecodms.de>
[J 800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

noreply@ecodms. de
O 800132590 Rechnung | Invoice EC03001784

ecoDMS Rechnung | Invoice ECO3001784 Sehr geehrte Dam..

ecoDMS GmbH <noreply@ecodms. de>
[0 800132590: Status Ihver Bestellung be der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu lhrer Bestellu

noreply@ecodms.de
[0 800132590 Vorabrechnung | Preliminary invoice (AVR10006.
coDMS Vorabrechnung AVR1000626 Sehr geehrte Damen

ecoDMS GmbH <noreply@ecodms.de>
[ 800132590: ecoDMS Auftragsbestiitiqung (Franziska Muste.
Bestellung Bestel-Nummer: 800132590 Bestel-Datur: 29.

ecoDMS GmbH <noreply@ecodms.de>
[ 300116412: ecoDMS Auftragsbestétigung (Max Must.
Bestellung Bestel-Nummer: 300116412 Bestel-Datu.

Treffer: 21

040

1018
®

®3Ze

9Mai09:46

800132590 Rechnung | Invoice ECO3001784
Von  noreply@ecodms.de

Datum 20211129 10:18:07

Sehr geehrte Damen und Herren,

vielen Dank i Ihre Bestellung. Mit dieser Mail erhalten Sie die dazugehsrige Rechnung
Bestellung: 800132590

Rechnung: EC03001784

Zahlart: Vorabrechnung

Herzliche Grie.
Ihr ecoDMS-Team

Dear Sir or Madam,
Thank you for your order. This email contains your invoice.
Order: 800132590

Invoice: EC03001784
Payment method: Vorabrechnung

Best regards,

Figure 6.3: Status Details - Green

4. Status = Grey

a) Erase request sent

d

noreply@ecodms.de <noreply@ecodms.de>

MAILZ

Alle 800132591 ecoMAILZ Lizenz (PBG2-MAILZ-M048-542821-1
Bestellung: 800132591 ecoMAILZ Lizenz P8G2-MAILZ-M04.
noreply@ecodms.de

A Al [0 8001325971 AV-Vertrag / DP Agreement (SER-1000123548)

ecoDMS Support Information SER-1000123548 Sehr geehrt,

[ Posteingang (25)
noreply@ecodms.de <noreply@ecodms.de>
[0 800132591 Support (SER-1000123548)

> Gesendet 0) Bestellung: 800132591 Support Details SER1000123548 H.

noreply@ecodms.de
[0 800132591 Rechnung| Invoice EC03001785
ecoDMS Rechnung | Invoice ECO3001785 Sehr geehrie Dam

Léschanfragen (0)

Aufbewahrungsfristen

ecoDMS GmbH <noreply@ecodms. de>
9 (o [0 800132591 Status Ihver Bestellung be der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu lhrer Bestelu.

ecoDMS GmbH <noreply@ecodms.de>
[0 800132591: ecoDMS Auftragsbestatigung (Franziska Muste.
Bestellung Bestel-Nummer: 800132591 Bestel-Daturm: 29.

noreply@ecodms.de <noreply@ecodms.de>
[0 800132590 Web-Training: ecoDMS Vorlagenerstellung (ASS.
Bestellung: 800132590 Buchung: ASSET2362 Web-Training:

noreply@ecodms.de <noreply@ecodms.de>
[ 800132590 ecoDMS Lizenz (67Q1-761221-1129-PUBI-1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-.

noreply@ecodms.de
[ 800132590 AV-Vertrag / DP Agreement (SER1000123547)
ecoDMS Support Information SER-1000123547 Sehr geehrt.

noreply@ecodms. de <noreply@ecodms.de>
[] 800132590 Support (SER1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

noreply@ecodms.de
O 800132590 Rechnung | Invoice ECO3001784
coDMS Rechnung | Invoice ECO3001784 Sefr geehrte Da)

Treffer: 25

®

040

®

1018

800132590 Web-Training: ecoDMS Vorlagenerstellung (ASSET2362)

Von  noreply@ecodms.de <noreply@ecodms de>
An .
Datum 20211129 101814

Keine Anhange verfiigbar

0MS  gesteliung: 800132590

Hallo Frau Musterfrau,
mit dieser Mail bestatigen wir Ihnen die Buchung des folgenden Termins:

‘Thema: Web-Training: ecoDMS Vorlagenerstellung
Termin: Fr, 24.09.2021 | 12:30 - 13:30 Uhr

Sprache: deutsch

Buchungsnummer: ASSET2362

Informationen zur Buchung: Der Termin findet online als Web-Session statt. Sie erhalten
alle notwendigen Teilnahmeinformationen per E-Mail. Die Zusendung der genauien Details
erfolgt zeitnah an die beim Kauf angegebene E-Mail-Adresse. Die von Ihnen angegebene E-
Mail-Adresse fiir den 0.g. Termin lautet:

Wir freuen uns auf Ihre Teilnahme.

Herzliche Grie.
Ihr ecoDMS-Team

Léschanfrage: m.mustermann; 29.11.2

riinden (DSGVO) gelsscht werden. Der Kund

sonenbezogenen Daten.

Figure 6.4: Status Details - Grey

5. Status = Black

a) Erase request approved. Email erased. Erase log saved.
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Alle (25)

"
(3 Posteingang (25)
>

Gesendet (0)
B Loschanfragen (0)
<\ Aufbewahrungsfristen

‘A Abgelaufene Fristen

O 800132591 AV-Vertrag / DP Agreement (SER-1000123548)
coDMS Support Information SER-1000123548 Sehr geehrt
noreply@ecodms.de <noreply@ecodms.de>

[0 800132591 Support (SER-1000123548)

Bestellung: 800132591 Support Details SER-1000123548 H.
noreply@ecodms.de

[ 8001325971 Rechnung | Invoice EC03001785
€coDMS Rechnung | Invoice EC03001785 Ser geehrte Dam
ecoDMS GmbH <noreply@ecodms.de>

[ 800132591: Status Ihver Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu Ihver Bestelu
ecoDMS GmbH <noreply@ecodms.de>

[J 800132591 ecoDMS Auftragsbestétiqung (Franziska Muste.
Bestellung Bestel-Nummer: 800132591 Bestel-Daturn: 29.
DELETED/GELOSCHT

([ DELETED/GELOSCHT 29.11.2021 10:50
Datum der Léschanfrage / Date of erase request: 20.11.202..
noreply@ecodms.de <noreply@ecodms.de>

[J 800132590 ecoDMs Lizenz (671-761221-1129-PJB1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129
noreply@ecodms.de

[ 00132590 AV-Vertrag / DP Agreement (SER-1000123547)
coDMS Support Information SER-1000123547 Sehr geehrt
noreply@ecodms.de <noreply@ecodms.de>

[0 800132590 Support (SER-1000123547)

Bestellung: 800132590 Support Details SER-1000123547 H.
noreply@ecodms.de

[ 800132590 Rechnung| Invoice EC03001784
ecoDMS Rechnung | Invoice ECO3001784 Sef geehrie Dam

Trefer 25

noreply@ecodms.de <noreply@ecodms.de>
800132591 ecoMAILZ Lizenz (P8G2-MAILZ-M048-542821-1
Bestellung: 800132591 ecoMAILZ Lizenz P8G2-MAILZ-M04.

noreply@ecodms.de
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1043
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1040
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1018
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1018

DELETED/GELOSCHT 29.11.2021 10:50

Von  DELETED/GELOSCHT
An DELETED/GELOSCHT
Datum 2021112910814

Keine Anhange verfiigbar

Datun der Loschanfrage / Date of erase request:
20.11.2021 16:47

Léschanfrage gestellt von / Erase request created by
m.nustermann

Begriindung fiir Loschanfrage / Reason of erase request
Diese E-Mail

Léschanfrage genehnigt von / Erase request approved by:
f.musterfrau

Kommentar / Comment:
Diese Loschanfrage wird genehmigt

Figure 6.5: Status Details - Black

6.3 Load External Resources

soll aus Datenschutzgrinden (DSGY0) geldscht werden. Der Kunde winscht die Léschung seiner personenbezogenen Daten.

By default, ecoMAILZ does not load external resources, such as linked images, which may be contained in Emails.

When viewing the message, you can load and display the external resources as an option. To do so, complete the

following steps:

1. Select the email in the ecoMAILZ list.

a) Desktop-PC-Screen: The selected message in the list is highlighted in green.

2. Click the "Load External Resources" button below the email heading.

3. ecoMAILZ now loads the external resources once for the active user and for selected Emails.
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A Alle (25)

[ Posteingang (25)
5> Gesendet (0)
B Loschanfragen (0)

<\ Aufbewahrungsfristen

‘A Abgelaufene Fristen

MAILZ

A Alle (25)
[ Posteingang (25)

B> Gesendet (0)

Léschanfragen (0)

Aufbewahrungsfristen

A Abgelaufene Fristen

(]

d d

Bestellung: 800132591 ecoMAILZ Lizenz PBG2-MAILZ-MO04.

noreply@ecodms.de
800132501 AV-Vertrag / P Agreement (SER1000123548)
ecoDMS Support Information SER-1000123548 Sehr geehrt.

noreply@ecodms.de <noreply@ecodms.de>
800132591 Support (SER-1000123548)
Bestellung: 800132591 Support Details SER-1000123548 H.

noreply@ecodms.de
800132591 Rechnung | Invoice ECO3001785
coDMS Rechnung | Invoice ECO3001785 Sehr geehrte Dam.

ecoDMS GmbH <noreply@ecodms.de>
800132591: Status Ihrer Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu Ihver Bestelu

ecoDMS GmbH <noreply@ecodms.de>
800132591: ecoDMS Auftragsbesttigung (Franziska Muste.
Bestellung Bestell-Nummer: 800132591 Bestell-Datum: 29.

DELETED/GELOSCHT
DELETED/GELOSCHT 29.11.2021 10:50
Datum der Léschanfrage / Date of erase request: 29.11.202.

noreply@ecodms.de <noreply@ecodms.de>
800132590 ecoDMS Lizenz (67Q1-761221-1129-PJBI-1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-

noreply@ecodms.de
800132590 AV-Vertrag / DP Agreement (SER-1000123547)
coDMS Support Information SER-1000123547 Sehr geehrt

noreply@ecodms.de <noreply@ecodms.de>
800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

noreply@ecodms.de
800132590 Rechnung | Invoice ECO3001784
€coDMS Rechnung | Invoice EC03001784 Seh geehrte Dam.

Treffer:25

800132591 ecoMAILZ Lizenz (P8G2-MAILZ-M048-542821-1..

1043

®
1043

1043

1043

®

1040

1040

1018

1018

®
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1018

1018

Figure 6.6: Email

d

800132591 ecoMAILZ Lizenz (P8G2-MAILZ-M048-542821-1129-LWYI-1042)

Von  noreply@ecodms.de <noreply@ecodms.de>

An
Datum 20211129 104312

= [EEa)

Keine Anhange verfiigbar

Archiviert am: 20211129 10:44:06,591

Options - Loading External Resources

%}

Bestellung: 800132591

Hallo Frau Musterfrau,

mit dieser Mail erhalten Sie Ihre personlichen Lizenzinformationen fr ecoMAILZ. Bitte

heben Sie diese E-Mail sorgfaltig auf.

Software: ecoMAILZ
Lizenznehmer: Musterfirma GmbH

Lizenznummer: P8G2-MAILZ-M048-542821-1120-LWY1-1042
Anzahl: 10 Benutzer

Update-Zeitraum bis: 2025-11-29

Kurze Beschreibung: ecoMAILZ ist eine Software fur die automatische und

gesetzeskonforme Archivierung ein- und ausgehender E-Mails. Erfahren Sie mehr unter

Information: Die Software und deren Handbiicher erhalten Sie im Download-Bereich der

ecoDMS-Webseite.

2 @

noreply@ecodms.de <noreply@ecodms.de>
800132591 ecoMAILZ Lizenz (PBG2-MAILZ-M048-542821-1

Bestellung: 800132591 ecoMAILZ Lizenz PBG2-MAILZ-MOA...

noreply@ecodms.de

[ 800132591 AV-vertrag / DP Agreement (SER-1000123548)
coDMS Support Information SER-1000123548 Sefr geehrt.
noreply@ecodms.de <noreply@ecodms.de>

[J 800132591 Support (SER1000123548)

Bestellung: 800132591 Support Details SER-1000123548 H.
noreply@ecodms.de

[J 800132591 Rechnung | Invoice EC03001785
coDMS Rechnung | Invoice ECO3001785 Sehr geehrte Dam
ecoDMS GmbH <noreply@ecodms. de>

[0 800132591 Status Ihver Bestellung be der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu lhrer Bestelu.
ecoDMS GmbH <noreply@ecodms.de>

[0 800132591: ecoDMS Auftragsbestatigung (Franziska Muste.
Bestellung Bestell Nummer: 800132591 Bestell-Datum: 29.
DELETED/GELOSCHT

(] OELETED/GELOSCHT 29.11.2021 10:50
Datum der Loschanfrage / Date of erase request: 29.11.202
noreply@ecodms.de <noreply@ecodms.de>

[ 800132590 ecoDMS Lizenz (G7Q1-761221-1129-PJBI1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-
noreply@ecodms.de

[ 800132590 AV-Vertrag / DP Agreement (SER-1000123547)
ecoDMS Support Information SER-1000123547 Sehr geehrt,
noreply@ecodms.de <noreply@ecodms.de>

O 800132590 Support (SER-1000123547)

Bestellung: 800132590 Support Details SER-1000123547 H.
noreply@ecodms.de

O 800132590 Rechnung | Invoice ECO3001784.
coDMS Rechnung | Invoice ECO3001784 Sehr geehrte Dam.

Tretter:25

Figure 6.7: Email Options - Loaded External Resources
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800132591 ecoMAILZ Lizenz (P8G2-MAILZ-M048-542821-1129-LWYI-1042)

Von  noreply@ecodms.de <noreply@ecodms.de>

An
Datum  202111-2910:4312

Keine Anhange verfiigbar

Archiviert am;: 20211129 10:44:06,591

ouMS

Hallo Frau Musterfrau,

Bestellung: 800132591

mit dieser Mail erhalten Sie Ihre personlichen Lizenzinformationen firr ecoMAILZ. Bitte

heben Sie diese E-Mail sorgfaltig auf.

Software: ecoMAILZ
Lizenznehmer: Musterfirma GmbH

Lizenznummer: P8G2-MAILZ-M048-542821-1129-LWY1-1042
Anzahl: 10 Benutzer

Update-Zeitraum bis: 2025-11-29

Kurze Beschreibung: ecoMAILZ ist eine Software fir die automatische und

gesetzeskonforme Archivierung ein- und ausgehender E-Mails. Erfahren Sie mehr unter

www.ecodms.de.

Information: Die Software und deren Handbiicher erhalen Sie im Downloat

ecoDMS-Webseite.

Wir wiinschen Ihnen viel Spa mit unserer Software.

Herzliche Grie.
Ihr ecoDMS-Team

ereich der

I«
3}
I
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6. Emails

6.4 Download Attachments

- In the email list, attachments are identified by a green bracket icon next to the date.

- The target folder of the download depends on the configuration of your browser settings (e.g. Downloads,
Desktop)

If an email contains attachments, these are displayed as individual links for download.

1. Select the email
2. Desktop/PC/Screen: The selected message in the list is highlighted in green.
3. Click the attachment below the email header.

4. The file is downloaded.

a Q-2 @

[ 800132591 Rechnung  Invoice ECO3001785

1043
cCoDMS Rechnung | Inioie ECO001765 S geehrte bam.. © . @@=
ecaDMS Rechnung | invoce setrgeehrcoam. - @ 800132590 Rechnung | Invoice EC03001784
€coDMS GmbH <noreply@ecodms.de> } Von  noreply@ecodms.de

[ 800132591: Status Ihver Bestellung bei der ecoDMS GmbH 0 n

A Alle 25) Guten Tag Franziska Musterfrau, Der Status zu lhver Bestellu.. @ Datum  2021-11-2910:1807
€coDMS GmbH <norepl s.de:

Post 25 1

L3 posteingang (25) O 800132591: ecops Aufta 040
Bestellung Bestell-Nummer [O]

= Gesendet (0)

DELETED/GELOSCHT - l coilM

_ [J  DELETED/GELOSCHT 29.11.2021 10:50 o P i

W Loschanfragen (0) Datum der Loschanfrage / Date of erase request: 29.11.202.

N de de>

[0 800132500 ecoDMS Lizenz (G71-761221-1129-PU811017) 1218
Bestellung: 800132590 ecoDMS Lizenz 67Q1-761221-1129-
A Abgelaufene Fristen
noreply@ecodms.de e
[ 800132590 AV-Vertrag / DP Agreement (SER-1000123547) o
DMS Support Information SER-1000123547 Sehr geehrt
ceol pportinformation ehroeeh ® Sehr geehrte Damen und Herren,
noreply@ecodms.de <noreply@ecodms.de> . ielen Dani i hre Bestellung. Mitdiser Mai erhalten Sie die dazugehdrige Rechnung.
[0 800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Detalls SER 1000123547 H.. (@
Bestellung: 800132590
Rechnung: ECO3001784
noreply@ecodms.de 55 Zahlart: Vorabrechnung
[0 800132590 Rechnung | Invoice ECO3001784. ®
ecoDMS Rechnung | Invoice ECO3001784 Se geehrte Dam.
AT B Herzliche Grue.
Ihr ecoDMS-Team
ecoDMS GmbH <noreply@ecodms.de>
[ 800132590: Status Ihver Bestellung bei der ecoDMS GmbH 1
Guten Tag Franziska Musterfrau, Der Status zu Ihrer Bestellu.. @
Dear Sir or Madam,
noreply@ecodms.de i
[] 800132590 Vorabrechnung | Preliminary invoice (AVR10006.. %1 Thank you for your order. This email contains your invoice.
ecoDMS Vorabrechnung AVR1000626 Sehr geehrte Damen @®
Order: 800132590
ecoDMS GmbH <noreply@ecodms.de> . Invoice: EC03001784
Trefer 25 Archivert am;: 2021-11-29 1011837633
> rechnung_invoi...pdf A | 3 widerrufsrecht-..pdf ~  } agbgtc-ecodm...pdf A Alle anzeigen X

Figure 6.8: Email Options - Download Attachments (here: Chrome Browser)

6.5 Download

- The target folder of the download depends on the configuration of your browser settings (e.g. Downloads,
Desktop)

— The emails download in the original format, including any attachments.
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6. Emails

To download an entire Email, complete the following steps:

1. Select the email in the ecoMAILZ list.

a) Desktop/PC/Screen: The email is highlighted in green.

2. Click the "download" icon in the message (arrow down).

a) Theicon is located at the top right of the main window of the displayed Email.

3. The email is downloaded.

A Alle (25)

[J Posteingang (25)

»> Gesendet (0)

W Loschanfragen (0)

>

Q- 2@

800132591 Rechnung | Invoice ECO3001785
€coDMS Rechnung | Invoice ECO3001785 Sefr geehrte Dam.

ecoDMS GmbH <noreply@ecodms.de>
800132591: Status Ihrer Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu lhrer Bestellu.

ecoDMS GmbH <noreply@ecodms.de>
800132591: ecoDMS Auftragsbestatigung (Franziska Muste.
Bestellung Bestel-Nummer: 800132591 Bestel-Daturm: 29.

DELETED/GELOSCHT
DELETED/GELOSCHT 29.11.2021 10:50
Datum der Loschanfrage / Date of erase request: 29.11.202.

d de>

N

A Abgelautene Frsten

= 800132590 Rec....eml

Treffer:

800132590 ecoDMS Lizenz (67Q1-761221-1120-PJBI-1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-

noreply@ecodms.de
800132590 AV-Vertrag / DP Agreement (SER-1000123547)
©ecoDMS Support Information SER-1000123547 Sehr geehrt.

noreply@ecodms.de <noreply@ecodms.de>
800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

noreply@ecodm:
800132590 Rechnu
coDMS Rechnung

ice EC03001784
EC03001784 Sehr geehrte Dam.

ecoDMS GmbH <noreply@ecodms. de>
800132590: Status Ihver Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu lhrer Bestellu.

noreply@ecodms.de
800132590 Vorabrechnung | Preliminary invoice (AVR10006
ecoDMS Vorabrechnung AVR1000626 Sehr geefrte Damen

ecoDMS GmbH <noreply@ecodms.de>
25

1018

1018

1018

®

1018

O]

1015

®

®
1015

®

800132590 Rechnung | Invoice ECO3001784

Von  noreply@ecodms.de
An

Datum 20211129 10:18:07

Archiviert am: 20211129 10:18:37,633

@ Ms

Sehr geehrte Damen und Herren,

vielen Dank fir Ihre Bestellung. Mit dieser Mail erhalten Sie die dazugehbrige Rechnung.

Bestellung: 800132590
Rechnung: ECO3001784
Zahlart: Vorabrechnung

Herzliche Grie.
Ihr ecoDMS-Team

Dear Sir or Madam,
Thank you for your order. This email contains your invoice.

Order: 800132590
Invoice: ECO3001784

Figure 6.9: Email Options - Download Email

6.6 Download (PDF)

I«
3]
i

Alle anzeigen X

- The target folder of the download depends on the configuration of your browser settings (e.g. Downloads,

Desktop)

To download an Email as PDF/AS3 file, complete the following steps:

1. Select the email in the ecoMAILZ list.

a) Webclient on PC: The selected message in the list is highlighted in green.

2. Click the "Download (PDF)" icon in the message.

a) Theicon is located at the top right of the main window of the displayed Email.
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65

3. The message and any attachments are converted to PDF/A-3 format, downloaded and stored in the default

target folder for downloads. This process may take a while depending on the file content and size.

PDF/A-3 format: You can embed any file type in PDF/A-3. For example, you can add Email attachments such as PDF

or Office files to a PDF/A-3 document. Thus, if you open a PDF/A-3 file, it contains the plain Email text in PDF format

and you also have access to the attachments within the PDF/A-3 file (refer to the second figure in this section).

A Alle (25)

[ Posteingang (25)

> Gesendet (0)

W Lsschanfragen (0)

Q

[0 800132591 Rechnung | Invoice EC03001785
©ecoDMS Rechnung | Invoice ECO3001785 Sehr geehrte Dam.

ecoDMS GmbH <noreply@ecodms.de>
[ 800132591: Status Ihver Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu Ihrer Bestellu.

ecoDMS GmbH <noreply@ecodms. de>
[ 800132591 ecoDMS Auftragsbestatiqung (Franziska Muste.
Bestellung Bestell-Nummer: 800132591 Bestell-Datum: 29.

DELETED/GELOSCHT
[ DELETED/GELOSCHT 29112021 10:50
Datum der Loschanfrage / Date of erase request: 20.11.202.

de de>

N

A Abgelaufene Fristen

[J 800132590 ecoDMs Lizenz (671-761221-1129-RB1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-

noreply@ecodms.de
[ 800132590 AV-Vertrag / DP Agreement (SER-1000123547)
coDMS Support Information SER-1000123547 Sehr geehrt

noreply@ecodms.de <noreply@ecodms.de>
[] 800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

noreply@ecodms.de
[0 800132590 Rechnung | Invoice ECO3001784
©ecoDMS Rechnung | Invoice ECO3001784 Sehr geehrte Dam.

ecoDMS GmbH <noreply@ecodms.de>
[0 800132590: Status Ihver Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu Ihver Bestellu

noreply@ecodms. de
[ 800132590 Vorabrechnung | Preliminary invoice (AVR10006.
ecoDMS Vorabrechnung AVR1000626 Sehr geefrte Damen

ecoDMS GmbH <noreply@ecodms. de>
[0 800132590: ecoDMS Auftragsbestiitigung (Franziska Muste.
Bestellung Bestell Nummer: 800132590 Bestell-Datum: 29.

Treffer: 25
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800132590 Rechnung | Invoice ECO3001784
Von  noreply@ecodms.de
A

Datum  2021-11-2910:18:07

@gDMS

PDF Datei wird erzeugt... .

(J eehrte Damen und Herren,

kfr Ihre Bestellung. Mit dieser Mail erhalten Sie die dazugehorige Rechnung.

Bestellung: 800132590
Rechnung: EC03001784
Zahlart: Vorabrechnung

Herzliche Grie.
Ihr ecoDMS-Team

Dear Sir or Madam,

Thank you for your order. This email contains your invoice.

Order: 800132590
Invoice: ECO3001784
Payment method: Vorabrechnung

Best regards,

Archiviert ar: 20211129 10:18:37,633

Q- 2@

3 =

Figure 6.11: Display PDF/A-3 File with Attachments in Viewer (here: Ocular)

Figure 6.10: E-Mail Options - Download Email as PDF (here: Chrome Browser)

> sgbgtcecodms ECOR017B4 et
> rechnung invokce_ECOR00N7B4pd1

Besciveibung Grose Erteitam
NV Montag, 29, November 2021
NV Montag, 25 November 2021

800132590 Rechnung | Invoice ECO3001784

Gean]
100845UTC. Unbey

© scheen

Sehr geetrte Damen und Herren,

vielen Dank fr Ihre Bestelkung. Mi deser Mal erhalten Sie die dazugehbrige Rechnung,

Bestellung: 800132590
Rechnung: EC03001784
Zahiart: Vorabrechnung

Dear Sir or Madam,
Thank you for your order. This emal contains your invoic.
Order: 800132550

Invoice: ECO3001784
Payment method: Vorabrechnung
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6.7 Read Aloud

- The language / text recognition depends on your configured browser settings (e.g. German, English...).

- Switch on the sound of your device (i.e. PC, smart phone, tablet...).

In some browsers ecoMAILZ can read aloud the readable contents of a message. To have an Email read aloud,

complete the following steps:

1. Select the email in the ecoMAILZ list.

a) Desktop-PC-Screen: The selected message in the list is highlighted in green.

2. Click the menu icon in the message. The icon is located at the top right of the main window of the displayed

Email.
3. Select the "Read aloud" function.
4. ecoMAILZ now reads aloud the readable Email text.

5. You can stop the process by clicking the "Cancel Read Aloud" button.
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7. Retention Periods + Erasure Processes

7 Retention Periods + Erasure Processes

This chapter explains the various features relating to retention periods and erasure processes (such as retention

periods, erasure requests, etc.).
7.1 Skip Review Deadline

— Per default all Emails are downloaded according to the adapter settings and are saved in ecoMAILZ with the

status "orange" (orange = "To be finally archived in X days, X hours, X minutes, X seconds").

— To fulfil the legal requirements of Email archiving and simultaneously exclude Emails from the archive that are
not subject to archiving requirements, ecoMAILZ works with a two-step archiving concept. For example, you
can exclude private Emails within the configured review deadline from final archiving.

— The review deadline therefore initially applies to each archived message. You can skip the review deadline of
a selected message. In this case the message is immediately transferred to the archive and finally archived

without respecting the review deadline.
— Before final archiving, the message status in the ecoMAILZ is orange.
- If you click the orange status icon of a message, the remaining review deadline is displayed.

— You can only skip the review deadline of messages with the status "orange".

1. Select the email in the ecoMAILZ list.

a) Desktop-PC-Screen: The selected message in the list is highlighted in green.

2. Click the menu icon in the message. The icon is located at the top right of the main window of the displayed

Email.
3. Select the "Skip review deadline" function.

4. the email receives the status "green” and is then stored irrevocably in ecoMAILZ Archive.

ecoMAILZ (donnie) - Build 1.0.8 Manual | EN
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7.1.1 Multiple Selection

- You can only skip the review deadline of messages with the status "orange".

- Emails with a different status are not included.

— The selection and processing of large data volumes may take some time.

Use multiple selection to select several Emails simultaneously to skip the review deadline. To do so, complete the

following steps:
1. Check the messages for which you want to execute the function.

2. You can also select multiple messages by holding down the SHIFT key.

a) To do so, select a message by clicking the checkbox.

b) Now hold down the SHIFT key and mark the last Email you want to select with a checkbox.

c) ecoMAILZ now selects all messages from the first to the last marker.

3. ecoMAILZ displays the multiple selection above the list with a menu icon in the right hand corner of the row.

4. Select the "Skip Review Deadline" menu item.

5. ecoMAILZ now applies the function to all selected messages whose status is "orange".

D

Q.- 2@

3 E-Mails ausgewaht .
© 800132590 Rechnung | Invoice ECO3001784
Sichtungsfrist iberspringen
noreply@ecodms.de <noreply@ecod Von  noreply@ecodms.de
800132591 ecoMAILZ Lizenz (PBG2-MAILZ-) LBechen veranisssen An
A Alle (25) Bestellung: 800132591 ecoMAILZ Lizenz P8( Datum  2021-11-29 10:18:07

Laschen zuriicknehmen
[ Posteingang (25) noreply@ecodms.de
800132591 AV-Vertrag / DP Agreement (SER
ecoDMS Support Information SER-10001235  Lischanfrage stellen
5 Gesendet (0) ——
noreply@ecodms.de <noreply@ecodms.de> f&cod
800132591 Support (SER1000123548) ’ ............

W' Loschanfragen (1) Bestellung: 800132501 Support Details SER1000123548H.. (&) e

ES d e
O 00152591 ke ce £C03001785
£C03001765 S geelrte Dam.. @

A Abgelaufene Fristen

€coDMS GmbH <noreply@ecodms.de>
[ 800132591: Status Ihver Bestellung bei der ecoDMS GmbH

Guten Tag Franiska Musterfau, Der tatus u rer Betell.. @ Sehr geehrte Damen und Herren,
ecoDMS GmbH <noreply@ecodms.de> N vielen Dank fiir Ihre Bestellung. Mit dieser Mail erhalten Sie die dazugehérige Rechnung.
[ 500132591: ccoDMS Aufragébestatigung (Franziska Muste. 1%
Bestellung Bestell Nummer 800152691 Bestel Dot 25, ©

Bestellung: 800132590
Rechnung: EC03001784
DELETED/GELOSCHT ) Zahlart: Vorabrechnung
[J  DELETED/GELOSCHT 29.11.2021 10:50
Datum der Loschanfrage / Date of erase request: 29.11.202. Herzliche Griie.
Ihr ecoDMS-Team
noreply@ecodms.de <noreply@ecodms.de>

[0 800132500 ecoDMS Lizenz (G71-761221-1129-PU811017) 1278
Bestellung: 800132590 ecoDMS Lizenz 67Q1-761221-1129-
Dear Sir or Madam,
noreply@ecodms.de e
[ 800132590 AV-Vertrag / DP Agreement (SER-1000123547) o Thank you for your order. This email contains your invoice.
ecoDMS Support Information SER-1000123547 Sehr geehrt ®

Order: 800132590
noreply@ecodms.de <noreply@ecodms.de> ) Invoice: EC03001784
[ 800132590 Support (SER-1000123547) Payment method: Vorabrechnung
Bestellung: 800132590 Support Details SER-1000123547 H.

Best regards,

Treffer: 25 Archiviert am: 20211129 10:18:37,633

Figure 7.1: Multiple Selection - Skip Review Deadline

e
3]
1}
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7.2 Mark for Delete

— Per default all Emails are downloaded according to the adapter settings and are saved in ecoMAILZ with the
status "orange" (orange = "To be finally archived in X days, X hours, X minutes, X seconds").

— To fulfil the legal requirements of Email archiving and simultaneously exclude Emails from the archive that are
not subject to archiving requirements, ecoMAILZ works with a two-step archiving concept. For example, you
can exclude private Emails within the configured review deadline from final archiving.

- Thereview deadline therefore initially applies to each archived message. If necessary, you can delete a selected
Email before it is finally archived. In this case the message is removed irrevocably after the configured review

deadline expires.

— You can only delete messages with the status "orange”.

- After the review deadline has expired, you can no longer remove Emails from the archive. The "Delete"

function is no longer available in this case.

To delete a message from the archive, complete the following steps:

1. Select the email in the ecoMAILZ list.

a) Desktop-PC-Screen: The selected message in the list is highlighted in green.

2. Click the menu icon in the message. The icon is located at the top right of the main window of the displayed

Email.
3. Select the "Delete" function.

4. The e-mail is prepared for deletion. To do so, the status is set to "red".

a) If you click the red status icon of the message, ecoMAILZ displays the remaining time until the message is
finally deleted. During this period, you can also undo the deletion process with the "Undo Delete" function.

7.2.1 Multiple Selection

— ecoMAILZ now applies the function to all selected messages whose status is "orange".

- Emails with a different status are not included.

— The selection and processing of large data volumes may take some time.

Using multiple selection, you can delete several Emails simultaneously. To do so, complete the following steps:
1. Check the messages for which you want to execute the function.

2. You can also select multiple messages by holding down the SHIFT key.

a) To do so, select a message by clicking the checkbox.
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b) Now hold down the SHIFT key and mark the last Email you want to select with a checkbox.

c) ecoMAILZ now selects all messages from the first to the last marker.

3. ecoMAILZ displays the multiple selection above the list with a menu icon in the right hand corner of the row.

4. Select the "Delete" menu item.

A Alle (25)

[ Posteingang (25)
5 Gesendet (0)
B Loschanfragen (0)

Q

N

>

3 EMails ausgewahit

noreply@ecodms.de <noreply@ecod
800132591 ecoMAILZ Lizenz (P8G2-MAILZ-H
Bestellung: 800132591 ecoMAILZ Lizenz P8

Léschen veranlassen

Lbschen zuriicknehmen

noreply@ecodms.de
800132591 AV-Vertrag / DP Agreement (SER
«ecoDMS Support Information SER-10001235

noreply@ecodms.de <noreply@ecodms.de>
800132591 Support (SER-1000123548)
Bestellung: 800132591 Support Details SER-1000123548 H..

A Abgelaufene Fristen

Treffer:

de
800132591 Rechnung | Invoice ECO3001785
ecoDMS Rechnung | Invoice ECO3001785 Sehr geehrte Dam

ecoDMS GmbH <noreply@ecodms.de>
800132591: Status Ihrer Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu Ihver Bestellu

ecoDMS GmbH <noreply@ecodms.de>
800132591: ecoDMS Auftragsbestatigung (Franziska Muste.
Bestellung Bestel-Nummer: 800132591 Bestel-Daturm: 29.

DELETED/GELOSCHT
DELETED/GELOSCHT 29.11.2021 10:50
Datum der Léschanfrage / Date of erase request: 29.11.202.

noreply@ecodms.de <noreply@ecodms.de>
800132590 ecaDMS Lizenz (67Q1-761221-1129-PUBI-1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-

noreply@ecodms.de
800132590 AV-Vertrag / DP Agres
©ecoDMS Support Information SER-

R1000123547)
3547 Sehr geehrt.

noreply@ecodms.de <noreply@ecodms.de>
800132590 Support (SER1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

25

Loschanfrage stellen

1043

®

=
1043
®

1040

®%

= 800132590 Rechnung | Invoice ECO3001784

Sichtungsfrist dberspringen

Von  noreply@ecodms.de
An

Datum  202111-2910:18:07

Archiviert am: 20211129 10:18:37,633

e;

Sehr geehrte Damen und Herren,

vielen Dank fi Ihve Bestellung. Mit dieser Mail erhalten Sie die dazugehbrige Rechnung
Bestellung: 800132590

Rechnung: ECO3001784

Zahlart: Vorabrechnung

Herzliche Grie.
Ihr ecoDMS-Team

Dear Sir or Madam,

Thank you for your order. This email contains your invoice.
Order: 800132590

Invoice: ECO3001784

Payment method: Vorabrechnung

Best regards,

Figure 7.2: Multiple Selection - Delete

7.3 Undo Delete

CUME N

1«
5]

- Ifyouinadvertently marked a message for deletion (status =red), you can undo this process within the remaining

review deadline.

- You can only undo a deletion request for messages with a "red" status.

- Emails with a different status are not included.

1. Select the email in the ecoMAILZ list.

a) Desktop-PC-Screen: The selected message in the list is highlighted in green.

2. Click the menu icon in the message. The icon is located at the top right of the main window of the displayed

Email.

3. Select the "Undo Delete" function.

4. the email status is set to "orange".
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a) Mouseover the orange status icon of the message to display the remaining review deadline until the mes-

sage is finally archived.

7.3.1 Multiple Selection

— ecoMAILZ now applies the function to all selected messages whose status is "orange”.

- Emails with a different status are not included.

— The selection and processing of large data volumes may take some time.

Using multiple selection, you can undo the deletion of several Emails simultaneously. To do so, complete the following

steps:
1. Check the messages for which you want to execute the function.

2. You can also select multiple messages by holding down the SHIFT key.
a) To do so, select a message by clicking the checkbox.
b) Now hold down the SHIFT key and mark the last Email you want to select with a checkbox.
c) ecoMAILZ now selects all messages from the first to the last marker.

i. Please note that the selection and processing of large data volumes may take some time.
3. ecoMAILZ displays the multiple selection above the list with a menu icon in the right hand corner of the row.
4. Select the "Undo Delete" menu item.

5. ecoMAILZ now applies the function to all selected messages whose status is "red".

a) Emails with a different status (orange or green) are not included.

7.4 Send Erase Request

- Users with a permission to send erase requests (refer to the chapter "User Management - Create New User")
can request the erasure of Emails that have been finally archived (refer to chapter "Basics" for more details).

— The prerequisite for this is, that...
- the email is finally archived and has the "green" status.

- the user has the necessary permission to send an erase request.

1. Select the email in the ecoMAILZ list

a) (Desktop-PC-Screen: The selected message in the list is highlighted in green.)
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72

2. Click the menu icon in the message. The icon is located at the top right of the main window of the displayed

Email.

3. Select the "Send Erase Request" function.

A Alle (25)

[J Posteingang (25)

B> Gesendet (0)

W Loschanfragen (0)

K3

o

®

MAILZ

(x] 3 E-Mails ausgewahit

noreply@ecodms.de <noreply@ecod
[J 800132591 ecoMAILZ Lizenz (PEG2-MAILZA
Bestellung: 800132591 ecoMAILZ Lizenz P8(

Léschen veranlassen

Lbschen zuriicknehmen

noreply@ecodms.de
[0 800132591 AV-Vertrag / DP Agreement (SER)

ecoDMS Support Information SER-10001235  Loschanfrage stellen

noreply@ecodms.de <noreply@ecodms.de>
[0 800132591 Support (SER-1000123548)
Bestellung: 800132591 Support Details SER1000123548 H.

A Abgelautene Frsten

de
[ 500132591 Rechnung  Invoice ECO3001785
ecODMS Rechnung | Invoice ECO3001785 Sehr geehrte Dam.

ecoDMS GmbH <noreply@ecodms.de>
[ 00132591: Status Ihver Bestellung bei der ecoDMS GmbH
Guten Tag Franziska Musterfrau, Der Status zu hrer Bestellu

ecoDMS GmbH <noreply@ecodms. de>
O 800132591: ecoDMS Auftragsbestatigung (Franziska Muste.
Bestellung Bestel-Nummer: 800132591 Bestell-Datum: 29

DELETED/GELOSCHT
[0 DELETED/GELOSCHT 29.1.2021 10:50
Datum der Loschanfrage / Date of erase request: 22.11.202,

noreply@ecodms.de <noreply@ecodms.de>
800132590 ecoDMS Lizenz (67Q1-761221-1129-PJBI-1017)

Bestellung: 800132590 ecoDMS Lizenz 67Q1-761221-1129-..

noreply@ecodms. de
800132590 AV-Vertrag / DP Agreement (SER-1000123547)
2coDMS Support Information SER-1000123547 Sehr geehr.

noreply@ecodms.de <noreply@ecodms.de>
800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

Treffer: 25

4. A new dialogue box opens.

1043

®

OH)

1040

oH

1018

1018

®
1018

1018

= 800132590 Rechnung | Invoice ECO3001784

Sichtungsfrist berspringen

Von  noreply@ecodms.de
An
Datum  202111-2910:18:07

Archiviert am: 20211129 10:18:37,633

Sehr geehrte Damen und Herren,

vielen Dank fur Ihre Bestellung. Mit dieser Mail erhalten Sie die dazugehtrige Rechnung.
Bestellung: 800132590

Rechnung: ECO3001784

Zahlart: Vorabrechnung

Herzliche Grie.
Ihr ecoDMS-Team

Dear Sir or Madam,

Thank you for your order. This email contains your invoice.
Order: 800132590

Invoice: ECO3001784

Payment method: Vorabrechnung

Best regards,

Figure 7.3: Email Options - Send Erase Request (Current Status: Green)

a) Enter a meaningful justification for the erase process.

I«
3]
i

i. The justification displays in the message window and is saved in the system when the erase request

is approved.

b) Confirm your entry with "OK" or abort the process with "Cancel".
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]
1l

1 E-Mail ausgewshit

800132590 Web-Training: ecoDMS Vorlagenerstellung (ASSET2362)

noreply@ecodms.de <noreply@ecodms.de> Von  noreply@ecodms.de <noreply@ecodms.de>
800132591 ecoMAILZ Lizenz (P8G2-MAILZ-M048-542821-1... %3 An o "
Bestllng. B001 32591 scoMAILZ Lzens PRGZAMAILZA0A.  ©) e o
Posteingang (25) noreply@ecodms.de c? Keine Anhange verfiigbar
= [ 800132591 AV-Vertrag / DP Agreement (SER-1000123548) 1043
ecoDMS Support Information SER-1000123548 Sehr geehrt. ®

> Gesendet (0) L = .

noreply@ecodms.de <noreply@ecodms.de>

Bestellung: 800132590

1043 E
T O e s @ Lsochantoge i

S ? a 5

- [ 800132591 Rechnung | Invoce ECO3001785 VR e il soll aus Buchung: ASSET2362
& Abgelaufene Fristen G SRy (o S AT T (e Datenschutzgriinden (DSGVO) geléscht Web-Training: ecoDMS Vorlagenerstellung

werden. Der Kunde wiinscht die
£coDMS GmbH <noreply@ecodms.de> Loschung seiner personenbezogenen
[0 800132591 Status Ihver Bestellung bei der ecobMs GmbH 104§ Daten
Guten Tag Franziska Musterfrau, Der Status zu Ihrer Bestellu

usterfrau,

ecoDMS GmbH <noreply@ecodms.de>
D 800132591: ecoDMS Auftragsbestatigung (Franziska Muste.
Bestellung il 800132591 Il 29.

{tigen wir Ihnen die Buchung des folgenden Termins:

ng: ecoDMS Vorlagenerstellung
121 | 12:30 - 13:30 Uhr

de di

800132590 Web-Training: ecoDMS Vorlagenerstellung (ASS...
Bestellung: 800132590 Buchung: ASSET2362 Web-Training: .

ABBRECHEN oK ASSET2362
ims.de

formationen zur Buchung: Der Termin findet online als Web-Session statt. Sie erhalten
alle notwendigen Teilnahmeinformationen per E-Mail. Die Zusendung der genauen Details

noreply@ecodms.de <noreply@ecodms.de>
[J 800132590 ecoDMS Lizenz (67Q1-761221-1129-PB1-1017) %18

Bestellung: 800132590 ecoDMS Lizenz 7017612211129 (®) erfolgt zeitnah an die beim Kauf angegebene E-Mail-Adresse. Die von lhnen angegebene E-
Mail-Adresse fir den o.g. Termin lautet S
noreply@ecodms.de =
[0 800132590 AV-Vertrag / DP Agreement (SER-1000123547) B Wir freuen uns auf Ihre Teilnahme.
€coDMS Support Information SER-1000123547 Sefr geeht...
Herzliche GriRie.
noreply@ecodms.de <noreply@ecodms.de> Inr ecoDMS-Team
[ 800132590 Support (SER-1000123547) B
Bestellung: 800132590 Support Details SER-1000123547 H..
= Halln Mre Miictarfran =
Treffe: 25 Archiviert am: 202111129 101837732

Figure 7.4: Email Options - Send Erase Request (Here: Example Justification for the Erase Request)

5. the email status is set to "grey".
a) If you click the grey status icon of the message, the following information displays:
i. Username
ii. Date
iii. Time
iv. Justification for the erase request
6. The "Notifications" window (header) displays the information about the erase request.

a) The number of available, unread notifications displays in red in the speech bubble in the header.
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MAILZ.

Alle

A Alle(15)
(3 Posteingang (15)
»> Gesendet (0)

W Loschanfragen (1)

noreply@ecodms.de

300116412 Rechnung | Invoice: ECO3001671
Guten Tag Max Mustermann, vielen Dank fiir Ihre

ecoDMS GmbH <noreply@ecodms.de>
D 300116412: Status Ihrer Bestellung bei der ecoDM.
Guten Tag Max Mustermann, Der Status zu lhrer B.

ecoDMS GmbH <noreply@ecodms.de>
[J 300116412: ecoDMS Auftragsbestéitigung (Max M.
Bestellung Bestel-Nummer: 300116412 Bestell- ®

noreply@ecodms.de <noreply@eco..
[ 300116410 Lizenz / License: UPGE-863721
Guten Tag Herr Liefers, mit dieser Mail erhal.

03 Mai 09:59

DELETED/GELOSCHT
D DELETED/GELOSCHT 17.05.2021 11:29
Datum der Loschanfrage / Date of erase req. ®

03 Mai 09:59

noreply@ecodms.de <noreply@eco.
[J 300116410 ecoDMS Support: SER-1000123
Guten Tag Herr Liefers, nachfolgend erhalte.

03 Mai 09:59

noreply@ecodms.de
[J 300116410 Rechnung | Invoice: EC03001669
Guten Tag Jan Liefers, vielen Dank fii Ihre

e
03 Mai 09:59

ecoDMS GmbH <noreply@ecodms....
[0 300116410: ecoDMS Auftragsbestéitigung (.
Bestellung Bestel-Nummer: 300116410 B ®

03 Mai 09:56

noreply@ecodms.de <noreply@eco.
[J 300116409 Lizenz / License: L5T1-173721
Guten Tag Herr Musterdemo, mit dieser Mai

30 Apr10:42

noreply@ecodms.de
[ ecoDMS GmbH: AV-Vertrag / CP Agreeme:

Treffer: 15

300116410 Rechnung | Invoice: ECO3001669

Von  noreply@ecodms.de

Datum  2021-05-03 09:59:06

|~ BT

Guten Tag Jan Liefers,

vielen Dank fiir Ihre Bestellung Nr. 300116410. Im Anhang finden Sie die dazugehérige Rechnung Nr. ECO3001669.

Rechnungsnummer: EC03001669
Bestellnummer: 300116410
Bezahlungsart: Vorauskasse
Status: bezahlt

Es griit Sie
Thr ecoDMS-Team

+++English Version+++
Hello Jan Liefers,

thank you for your order no. 300116410. Please find attached the respective invoice no. ECO3001669.
Invoice number: ECO3001669

Order number: 300116410

Payment method: Vorauskasse

Status: Paid

Best regards
Your ecoDMS team

ecoDMS GmbH
Salierallee 18a
52066 Aachen
Deutschland

CUR N

Figure 7.5: Email Options - Send Erase Request (Here: Grey - Status Information Display)

7. Users with a permission to answer this erase request can now also view the email in the "Erase Requests" folder.

a) The message can only be viewed by those users who, in addition to the permission to answer erase re-

quests, also have the permission to read the respective message.

7.4.1 Multiple Selection

- Please note that selecting and editing large amounts of data may take some time.

— ecoMAILZ applies the function to all selected messages whose status is "green".

- Emails with a different status are not included.

Using multiple selection, you can send an erase request for the simultaneous erasure of multiple Emails (500 max.).

To do so, complete the following steps:

1. Check the messages for which you want to send an erase request. The message status must be "green".

a) Alternatively, you can also select multiple messages with the SHIFT key.

i. To do so, select a message via checkbox.

ii. Now press and hold the SHIFT key and check the last Email you want to select.

iii. ecoMAILZ now selects all messages from the first to the last one you checked.

2. ecoMAILZ displays the multiple selection above the list with a menu icon in the right hand corner of the row.

3. Select the "Send Erase Request" menu item.

4. Then follow the steps from the chapter "Send Erase Request" from step 4 onwards.
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7.5 Approve Erase Request

- Users with a permission to respond to erase requests (refer to the chapter "User Management - Create New
User") can do so by approving or rejecting the requests (refer to chapter "Basics" for more details).

— The prerequisite for this is, that...
— an erase request was made for this Email.
— the email has the "grey" status.

— the email was selected in the "Erase Requests" folder and not in the "Standard Overview".

1. Select the email you want to approve in the "Erase Requests" folder.
a) (Desktop-PC-Screen: The selected message in the list is highlighted in green.)

2. Click the menu icon in the message. The icon is located at the top right of the main window of the displayed

Email.
3. Select the "Approve Erase Request" function

4. A new dialogue box opens.
a) Enter a meaningful justification for the approval of the erase request.
i. The justification displays in the messages window and is also written to the erase log.

b) Confirm your entry with "OK" or abort the process with "Cancel".

a Q- 2m@;
§ — @ =g
1 E-Mail ihit — P -
o e 800132590 Web-Training: ecoDMS Vorlagenerstellung (ASSET2362)
de d Von  noreply@ecodms.de <noreply@ecodms de>
800132590 Web-Training: ecoDMS Vorlagenerstellung (ASSET... %% An = "
A Al (25) Bestellung: 800132590 Buchung: ASSET2362 Web-Training: ec. Datum 2021112910184
[ Posteingang (25) Keine Anhange verfiigbar
= Gesendet (0) | A‘—"‘“S
2  Bestellung: 800132590
@ Léschanfragen (1 [
. 0 Léschanfrage
<\ Aufbewahrungsfristen 5
bleseLustantage wird genehmigy Buchung: ASSET2362
& Abgelaufene Fristen Web-Training: ecoDMS Voriagenerstellung
lusterfrau,

igen wir Ihnen die Buchung des folgenden Termins:

Rg: ecoDMS Vorlagenerstellung
121 12:30 - 13:30 Uhr

ABBRECHEN oK ASSET2362
ims.de

' ‘ T Informationen zur Buchung: Der Termin findet online als Web-Session statt. Sie erhalten

alle notwendigen Teilnahmeinformationen per E-Mail. Die Zusendung der genauen Details
erfolgt zeitnah an die beim Kauf angegebene E-Mail-Adresse. Die von Ihnen angegebene E-
Mail-Adresse fur den o.g. Termin lautet: news@ecodms.de

Wir freuen uns auf Ihre Teilnahme.

Herzliche Grie.
Ihr ecoDMS-Team

Halln Mre Miictarfran
Treffer: 1 Archiviert am: 20211129 10:18:37,732

Figure 7.6: E-Mail Options - Approve Erase Request (Here: Example Justification for the Approval)

5. The message disappears from the "Erase Requests" folder.
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In the Standard Overview, the message is still displayed as an entry. However, this entry now has an erase flag.
The actual message content no longer exists. Instead, the flag displays the justification with date and name of the
authorised person.

6. the email status is set to "black".

7. The "Messages" window (header) displays the information about the approval of the erase request.

a) The number of available, unread messages displays in red in the speech bubble of the header.

a Q-2 @

noreply@ecodms.de <noreply@ecodms.de>
[0 800132591 ecoMAILZ Lizenz (P8G2-MAILZ-M048-542821-1
Bestellung: 800132591 ecoMAILZ Lizenz PBG2-MAILZ-MO4,

1«
5]
n

043 DELETED/GELOSCHT 29.11.2021 10:50

Von  DELETED/GELOSCHT

noreply@ecodms.de - An DELETED/GELOSCHT
Ale (25 i
A Ale(5) [ 800132591 Av-Vertrag / DP Agreement (SER-1000123548) 0:43 Datm 20211129 101814

coDMS Support Information SER-1000123548 Sehr geehrt
[ Posteingang (25) Keine Anhéinge verfiigbar

norepl; @ecodms de <noreply@ecodms.de>

e 043 Datum der Loschanfrage / Date of erase request:
20.11.2021 10:47

5 Gesendet (0)
Loschanfrage gestellt von / Erase request created by:
n.nusternann
B Loschanfragen (0) noreply@ecodms.de =
[ 800132591 Rechnung | Invoice ECO3001785 043 Begriindung fiir Lischanfrage / Reason of erase reque
oD Rectane | voioe E603001785 S geshrtc bam.. @ Di0e WAL 5oLt aus Datensehutgrinden (DSEY0) ‘getbecht werden. Der Kunde winscht die Loschung seiner personenbezogenen Daten.
<\ Aufbewahrungsfristen Léschanfrage genehmigt von / Erase request approved by:
- f.nusterfrau
£coDMS GmbH <noreply@ecodms de
A Abgelaufene Fisten [0 800132591 Status Ihrer Bestellun
. Guten Tag Franziska Musterfrau, Der St

040 Kommentar / Comment
Dicse Loschanfrage wird genehnigt!

< 2o hrr ool

€coDMS GmbH < noveply@ecodms de>
[ 800132591 ecoDMS Auftragsbestitiqung (Franziska Muste.
Bestellung Bestell e, B0013E90Y Bes e 30,

040

DELETED/GELOSCHT
[ DELETED/GELOSCHT 29.11.2021 10:50
Datum der Léschanfrage / Date of erase request: 29.11.202. ®

noreply@ecodms.de <noreply@ecodms.de>
[0 800132590 ecoDMS Lizenz (67Q1-761221-1129-PJBI-1017)
Bestellung: 800132590 ecoDMS Lizenz G7Q1-761221-1129-.

noreply@ecodms.de e
[] 800132590 AV-Vertrag / DP Agreement (SER-1000123547)
€coDMS Support Information SER-1000123547 Se geehrt

@

noreply@ecodms.de <noreply@ecodms.de>
[ 800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Details SER-1000123547 H.

noreply@ecodms.de
[ 800132590 Rechnung |
coDMS Rechnung | Invoice

®s

03001784
3001784 Sehr geehrte Dam.

Treffer: 25 Endgiilig geloscht

Figure 7.7: Email Options - Erase Request Approved (Here: Status "Black" and Erase Flag)

7.5.1 Multiple Selection

— Please note that selecting and editing large amounts of data may take some time.

— ecoMAILZ applies the function to all selected messages whose status is "grey".

- Emails with a different status are not included.

Using multiple selection, you can approve an erase request for several Emails simultaneously (500 max.). To do so,
complete the following steps:
In the "Erase Requests" folder, check the messages you want to select. The message status must be "grey".
a) Alternatively, you can also select multiple messages with the SHIFT key.

i. To do so, select a message via checkbox.
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ii. Now press and hold the SHIFT key and check the last Email you want to select.

iii. ecoMAILZ now selects all messages from the first to the last one you checked.
2. ecoMAILZ displays the multiple selection above the list with a menu icon in the right hand corner of the row.
3. Select the "Approve Erase Request’ menu item.

4. Then follow the steps from the chapter "Approve Erase Request" from step 4 onwards.

7.6 Reject Erase Request

- Users with a permission to respond to erase requests (refer to the chapter "User Management - Create New
User") can do so by approving or rejecting the requests (refer to chapter "Basics" for more details).

— The prerequisite for this is, that...
- an erase request was made for this Email.
— the email has the "grey" status.

- the email was selected in the "Erase Requests" folder and not in the "Standard Overview".

1. Select the email you want to reject in the "Erase Requests" folder.

a) (Desktop-PC-Screen: The selected message in the list is highlighted in green.)

2. Click the menu icon in the message. The icon is located at the top right of the main window of the displayed

Email.
3. Select the "Reject Erase Request" function.

4. A new dialogue box opens.
a) Enter a meaningful justification for the rejection of the erase request.
i. The justification displays in the message window.

b) Confirm your entry with "OK" or abort the process with "Cancel".

5. The message disappears from the "Erase Requests" folder.

a) In the Standard Overview, the message continues to be displayed as an entry.
6. the email status changes to "green’".

7. The "Messages" window (header) displays the information about the rejection of the erase request.

a) The number of available, unread messages displays in red in the speech bubble of the header.
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7.6.1 Multiple Selection

- Please note that selecting and editing large amounts of data may take some time.

— ecoMAILZ applies the function to all selected messages whose status is "grey".

- Emails with a different status are not included.

Using multiple selection, you can reject an erase request for several Emails simultaneously (500 max.). To do so,
complete the following steps:

1. In the "Erase Requests" folder, check the messages you want to select. The message status must be "grey".
a) Alternatively, you can also select multiple messages with the SHIFT key.
i. To do so, select a message via checkbox.
ii. Now press and hold the SHIFT key and check the last Email you want to select.

iii. ecoMAILZ now selects all messages from the first to the last one you checked.
2. ecoMAILZ displays the multiple selection above the list with a menu icon in the right hand corner of the row.
3. Select the "Reject Erase Request" menu item.

4. Then follow the steps from the chapter "Reject Erase Request" from step 4 onwards.
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— For more information about this topic, refer to chapter 3.9 in this manual.

— This item only displays if the user has the permission to answer erasure requests.

— The retention period overview only displays emails for which the selected period has the highest priority
- Inactive retention periods are not displayed

— The overview displays emails per retention period.

- Only emails display for which the user has permission.

- If a user can answer erase requests regardless of permissions, ecoMAILZ displays all emails.
- Retention periods only apply to finally archived emails (status icon = green).

— After a retention period has expired, the system either automatically erases the emails or the user (with the

permission to answer erase requests) erases them manually.
— Use search terms to assign emails to a retention period.

— Erase automatically enabled: Finally archived emails that match the criteria of a retention period are automat-

ically erased after the specified period and cannot be restored.

- Erase manually: Finally archived emails that match the criteria of a retention period can be erased manually
after the specified period and cannot be restored.

- In ecoMAILZ, users have customised quick filters for displaying emails and their retention periods.

— The detected retention periods are also displayed in form of a chip in the email details. This means that the
retention period is also visible in the email. In addition to the name of the retention period, the chips also indicate
whether the email should be manually or automatically erased from the system after the retention period has
expired.

1. Click the "Retention Periods" filter to display emails with a retention period
a) Use the search box to switch between the available periods

b) The retention periods are sorted by priority, with the most important deadline at the top

2. If you select an email, the email details contain coloured chips with retention periods
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eCOMAILZ Musterfrist A o
Alle - i

€coDMS GmbH e @ =

O Rechnung Fahrzeugleasing Anzahlung D

A Ale(1a) Sehr geehrter Herr Mustermann, im Anhang senden wir Ihnen

noreply@ecodms.de © Rechnung Fahrzeugleasing Anzahlung
[ Posteingang (14) 0 s 1012:2021 1145

ecoD! Von  ecoDMS GmbH

> Gesendet (0) An
Dawm 20220111 103442

i Loschanfragen (0)

N\ Aufbewahrungsfristen

= Sehr geehrter Herr Mustermann,
A Abgelaufene Fristen im Anhang senden wir Ihnen die Rechnung fiir die Anzahlung Threr Fahrzeuge.

Herzliche Grilke
Toni Testcar

Autohaus TESTCAR
Auf dem Testhof 1
12345 Teststadt

leasing@testear-beispieldomanin.com

Treffer: 2 Archiviert am: 2022:01-11 10:36:30,831

Figure 7.8: Retention Periods - Filters in the Search Box

For more information on this topic, refer to chapter 3.9 in this manual.
This view shows emails whose retention period has expired
This item only displays if the user has the permission to answer erasure requests

The "Expired Retention Period" overview only displays emails for which the selected period has the highest
priority

Moreover, the overview only displays active, manual retention periods * Only emails display for which the user

has permission.

- If a user can answer erase requests regardless of permissions, ecoMAILZ displays all emails.
Retention periods only apply to finally archived emails (status icon = green).

After a retention period has expired, the system either automatically erases the emails or the user (with the

permission to answer erase requests) erases them manually.
Use search terms to assign emails to a retention period.

Erase automatically enabled: Finally archived emails that match the criteria of a retention period are automat-

ically erased after the specified period and cannot be restored.

Erase manually: Finally archived emails that match the criteria of a retention period can be erased manually
after the specified period and cannot be restored.

1. Click the filter "Expired Deadlines” to display emails whose retention periods have expired
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a) Use the search box to switch between the available periods

b) The retention periods are sorted by priority, with the most important deadline at the top

2. If you select an email, the email details contain coloured chips with retention periods

a Q- 2@

Musterfrist C v

Musterfrist B
noreply@ecodms.de =
Pye 1012200 11185

O 500132594 AV-Vertrag / DP Agreement (SER10001
ecoDMS Support Information SER-1000123552 Sehr... ® ) Musterfrist

I«
3]
1l

A Alle(14)

noreply@ecodms.de <noreply@ecodms.de> 800132594 AV-Vertrag / DP Agreement (SER-1000123552)
[ Posteingang (14) O 800132594 Support (SER1000123552) 10

Bestellung: 800132594 Support Details SER-100012.

Von  noreply@ecodms.de
> Gesendet (0) An
noreply@ecodms.de <noreply@ecodms.de> i Datum 20211210 11:45:11
[0 200122595 Support (SER-1000123543) 0 ¢
W Loschanfragen (0) Bestellung: 800132595 Support Details SER-100012.

<\ Aufbewahrungsfristen

‘A Abgelaufene Fristen

Sehr geehrte Damen und Herren,

mit dieser Mail erhalten Sie den AV-Vertrag zu Ihrem Support-Paket mit der Servicenummer
SER-1000123552. Bitte heben Sie diese E-Mail sorgfaltig auf.

Bekanntiich bieten wir unseren Kunden fiir Service- und Supportieistungen u.a. auch die
Moglchkeit einer Fernwartung an. Auf diese Weise konnen wir schnell auf bestehende
Probleme eingehen, alle zur Kiarung nétigen Informationen direkt sammeln und/oder vom
Kunden gewtinschte Service-, Support- und Schulungsleistungen durchthren.

Die Mitarbeiter von ecoDMS werden unter keinen Umstanden ohne ausdriickliche Erlaubnis
des Kunden Anderungen an den Betriebssystem- und Sicherheitseinstellungen vornehmen
Alle Eingriffe knnen Schrittfir Schritt vom Kunden mit verfolgt und bei Bedarf von diesem
unterbunden werden. ecoDMS empfiehlt den Kunden, bevor diese eine
Fernwartungssitzung anfordern oder annehmen, alle Anwendungen, welche personliche
oder vertrauliche Informationen enthalten knnten, zu schlieBen.

Treffer: 3 Archiviert am: 20211210 11:52:49970

Figure 7.9: Retention Periods - Overview of Expired Retention Periods

7.8.1 Manually Erase Emails (Expired Manual Retention Period)

- After a retention period has expired, the system either automatically erases the emails or the user (with the

permission to answer erase requests) erases them manually.

- If the "Erase automatically” feature is NOT assigned to a retention period, authorised users can manually erase
emails from the system after the retention period has expired.

- In this case, ecoMAILZ does not generate an erasure log.
— The email is erased and cannot be restored.

- If you modify the retention period (exception: name change), you must refresh the overview before you can

erase the email.

- Any modification to the retention period settings (refer to chapter 3.9) only displays if you click the overview
again.
- Forexample, if you disable a retention period and another user is currently in the overview for this retention

period, the period is only removed if you click the "Retention period" overview again.

To erase an email with an expired retention period from the archive, complete the following steps:

1. Click the filter "Expired retention periods” to display emails whose retention periods have expired
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— Use the search box to switch between the available periods

— The retention periods are sorted by priority, with the most important deadline at the top

2. Select the email

- If you select an email, the email details contain coloured chips with retention periods

3. Click "Erase" in the email menu

4. Confirm the warning message that this operation cannot be undone with "Yes" or cancel the operation with "No

5. The email is erased and cannot be restored

- If you want to erase multiple emails, tick the emails i

Click "Erase" in the"Multiple Selection” menu

n the list

H B B 5 " n I h H . h IIN
Confirm the warning message that this operation cannot be undone with "Yes" or cancel the operation with "No
MAl Lz Musterfrist C v
Alle -
noreply@ecodms.de N
[ 800132504 AV-Vertrag / DP Agreement (SER-10001 220211145
A Alle(14) «ecoDMS Support Information SER-1000123552 Sehr. @ S stertrs! Vorlesen
noreply@ecodms.de <noreply@ecodms.de> . 800132594 AV-Vertrag / DP Agreement (SER-1000123552) Loschanfrage stellen
[ Posteingang (14) [ 00132594 Support (SER-1000123552) o0z ‘m
Bestellung: 800132594 Support Details SER-100012 ® N noreply@ecodms.de Permanent loschen
= Gesendet (0) An
noreply@ecodms.de <noreply@ecodms.de> i Datum 20211210 11:45:11
[0 800132595 Support (SER-1000123549) mmm s
§ Loschanfragen (0) Bestellung. 800132595 Support Detals SER100012. ®
<\ Aufbewahrungsfristen
fac-oivs
‘A Abgelaufene Fristen \ ’ Satre s supprt
Sehr geehrte Damen und Herren,
mit dieser Mail erhalten Sie den AV-Vertrag zu Ihrem Support-Paket mit der Servicenummer
SER-1000123552. Bitte heben Sie diese E-Mail sorgféltig auf.
Bekanntich bieten wi unseren Kunden fr Service- und Supportieistungen u.a. auch die
Méglichkeit einer Fernwartung an. Auf diese Weise konnen wir schnell auf bestehende
Probleme eingehen, alle zur Kiarung ndtigen Iformationen direkt sammeln und/oder vom
Kunden gewlinschte Service-, Support- und Schulungsleistungen durchfiihren.
Die Mitarbeiter von ecoDMS werden unter keinen Umstanden ohne ausdriickliche Erlaubnis
des Kunden Anderungen an den Betriebssystem- und Sicherheitseinstellungen vornehmen.
Alle Eingriffe kénnen Schritt fur Schritt vom Kunden mit verfolgt und bei Bedarf von diesem
unterbunden werden. ecoDMS empfiehit den Kunden, bevor diese eine
Femwartungssitzung anfordern oder annehmen, alle Anwendungen, welche personiiche
oder vertauliche Informationen enthalten kannten, zu schiieen
Trotter:3 Achviertam 20211210 115249970

Figure 7.10: Expired Retention Periods - Erase Individual Emails
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800132504 AV-Vertrag / DP Agreement (SER
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[ Posteingang (14)

Musterfrist C

) Musterfistc

800132594 AV-Vertrag / DP Agreement (SER-1000123552)

Von d

noreply@ecodms.de <noreply@ecod
800132594 Support (SER-1000123552)
Bestellung: 800132594 Details SER-

5> Gesendet (0)

B Loschanfragen (0)

d
800132595 Support (SER-1000123549)

)
N\ Aufbewahrungsfristen Bestellung: 800132595 Support Details SER-100012... ®

‘A Abgelaufene Fristen

Treffer: 3

An ecodms.gmbh@gmail.com

Datum 20211210 11:45:11

Archiviert am: 20211210 11:52:49970

Sehr geehrte Damen und Herren,

mit dieser Mail ehalten Sie den AV-Vertrag zu Ihrem Support-Paket mit der Servicenummer
SER-1000123552. Bitte heben Sie diese E-Mail sorgfaltig aut

Bekanntich bieten wir unseren Kunden fir Service- und Supportleistungen u.a. auch die
Moglichkeit einer Fernwartung an. Auf diese Weise kbnnen wir schnell auf bestehende
Probleme eingehen, alle zur Kidrung ndtigen Informationen direkt sammeln und/oder vom
Kunden gewiinschte Service-, Support- und Schulungsleistungen durchfiihren

Die Mitarbeiter von ecoDMS werden unter keinen Umstanden ohne ausdriickliche Erlaubnis
des Kunden Anderungen an den Betriebssystem- und Sicherheitseinstellungen vornehmen,
Alle Eingriffe konnen Schrit fur Schritt vom Kunden mit verfolgt und bei Bedarf von diesem
unterbunden werden. ecoDMS empfiehit den Kunden, bevor diese eine
Fernwartungssitzung anfordern oder annehmen, alle Anwendungen, welche personliche
oder vertrauliche Informationen enthalten konnten, zu schiiefSen,

Figure 7.11: Expired Retention Periods - Erase Multiple Emails
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8 Search Features

You can search archived Emails via the Webclient. To do so, there are various search and filtering options available.

- The search functions are in the upper area (header) of the Webclient and can be started by clicking the magni-

fying glass.

- Click the help icon (?) to the right of the search entry box to load search examples.

8.1 Search Examples

Click the help icon (?) to the right of the search entry box to load search examples.

1. 1. Full-text search for the word "Invoice".

Invoice

2. Searches for the sender.

from:

3. Searches for the recipient.

to:

4. Searches for the subject.

subject:

5. Searches every Email in which a word starts with "Invo".

subject: Invox

6. Searches every mail from, for example, john@doe.de or john@dowe.de

from: john@doZ7e.de

7. Searches every Email which has a word similar to "Doe" in the subject line.

subject: Doe”
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8. Searches every Email from john@doe.com with the word "Invoice" in the subject line.

from: john@doe.com AND Subject: Invoice

9. Searches every mail from john@doe.com or service@doe.com

from: john@doe.com OR From: service@doe.com

o

Q-2 @

A Alle(25) o
[ Posteingang (25)
> Gesendet (0)

W Loschanfragen (0)
&\ Aufbewahrungsfristen

A Abgelaufene Fristen a

o

(m]

noreply@ecodms.de <noreply@ecodms.de>
800132591 ecoMAILZ Lizenz (PBG2-MAILZ-M048-54,
Bestellung: 800132591 ecoMAILZ Lizenz P8G2-MAIL...

noreply@ecodms.de
800132591 AV-Vertrag / DP Agreement (SER-100012.
©ecoDMS Support Information SER-1000123548 Sehr

noreply@ecodms. de <noreply@ecodms.de>
800132591 Support (SER-1000123548)
Bestellung: 800132591 Support Details SER-1000123.

noreply@ecodms.de
800132591 Rechnung | Invoice ECO3001785
coDMS Rechnung | Invoice ECO3001785 Sehr geer.

ecoDMS GmbH <noreply@ecodms.de>
800132591: Status Ihrer Bestellung bei der ecoDMS
Guten Tag Franziska Musterfrau, Der Status zu Ihrer

coDMS GmbH <noreply@ecodms.de>
800132591 ecoDMS Auftragsbestatigung (Franziska.
Bestellung Bestell-Nummer: 800132591 Bestell-Dat.

DELETED/GELOSCHT
DELETED/GELOSCHT 29.11.2021 10:50
Datum der Léschanfrage / Date of erase request: 29.

noreply@ecodms.de <noreply@ecodms.de>
800132590 ecoDMS Lizenz (67Q1-761221-1129-PJB..
Bestellung: 800132590 ecoDMS Lizenz 67Q1-76122.

noreply@ecodms.de
800132590 AV-Vertrag / DP Agreement (SER-100012.
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noreply@ecodms.de <noreply@ecodms.de>
800132590 Support (SER-1000123547)
Bestellung: 800132590 Support Details SER-1000123.

noreply@ecodms. de
800132590 Rechnung | Invoice ECO3001784
coDMS Rechnung | Invoice EC03001784 Sehr geehr

Treffer: 25

29 Now. 10:43 I Keine E-Mail ausaewahlt

298 Beispiele fiir die Suche

E | betreft:

betreff: Rechn®
21

von: john@me?er.de

21
betreff: Meyer~

21 von john@doe.cor
Betref: Rect

von: john@doe.cor
291 ODER von:
service@doe.com

291

Volitextsuche nach dem Wort
Rechnung’

Fihrt eine Suche nach dem
Empfnger durch.

it eine Suche nach dem Betreff
durch,

Sucht jede E-Mail, n der im Betreff
ein Wort mit ‘Rechn” anfangt,

Sucht jede E-Mail von beispielsweise
der john@meyer.de

e

@
29Nov. 10718

8.2 Full-Text Search

Figure 8.1: Examples for Searching Emails

Text recognition in ecoMAILZ includes the email text as well as the available, readable attachments. ecoMAILZ also

indexes the partially invisible background information from the email header. Attachments are included in the full-text

search, provided ecoMAILZ can read them. If the search result is an attachment, it is highlighted in colour in the email.

Please note that we cannot guarantee 100 percent accuracy for the full-text search. The recognition depends on the

contents and quality of your Emails and files.
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Sehr geehrter Herr Mustermann,
X Aufbewahrungsfristen im Anhang senden wir Ihnen den vereinbarten Leasingvertrag fiir das Fahrzeugleasing.

Herzliche Grie
A Abgelaufene Fristen ‘Toni Testcar

Autohaus TESTCAR
Auf dem Testhof 1
12345 Teststadt

leasing@testear-beispieldomanin.com

Treffer: 1 Archiviert am: 2022:01-11 10:36:30,801

Figure 8.2: Full-Text Search - Results - Email with Recognized Attachment (Highlighted Green)

8.2.1 Simple Full-Text Search

1. Open the search box in the upper area (header) of the ecoMAILZ Webclient by clicking the magnifying glass
icon.

2. Enter one or more words contained in the file you are searching for. For example:

maxOmustermann.de

3. Confirm your entry with "Enter" to start the search.
a) ecoMAILZ displays all matches with the same notation as the words you entered in the search.

b) If ecoMAILZ can read the attachments, they are included in the full-text search. If the search result is an
attachment, the attachment is highlighted in colour in the email.

4. Click the "X" icon next to the search box to exit the search.

8.2.2 Wildcard Search

Wildcards are placeholders and are represented by a question mark (?) or an asterisk (*).

1. Open the search box in the upper area (header) of the ecoMAILZ Webclient by clicking the magnifying glass
icon.

2. Enter one or more words contained in the file you are searching for. To do so, use wildcards.

a) Question mark (?): This character replaces a letter and is used if, for example, the notation is unclear. For
example:

Me7er@demomail . com
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i. In this case, the search would search for the following Email addresses: "Mejer@demomail.com”,

"Meier@demomail.com’, "Meyer@demomail.com’, "Meter@demomail.com"...

b) Asterisk (*): Enter the asterisk at the end of a search term. The asterisk signifies that more characters

follow the values you entered. For example:

sample@demox*

i. 1. In this case, the search would search for Email addresses that start with "sample@demo" and have

a different ending. For example: "sample@demomail.de", "sample@demo.com", "sample@demo.de"...

3. 3. Confirm your entry with "Enter" to start the search.
a) ecoMAILZ displays all matches for the search that contain all specified values.
b) If ecoMAILZ can read the attachments, they are included in the full-text search. If the search result is an

attachment, the attachment is highlighted in colour in the email.

4. Click the "X" icon next to the search box to exit the search.

8.2.3 Fuzzy Search

This function is a "fuzzy search". If a simple full-text search does not return the required result, we recommend this
search function as an alternative.

1. Open the search box in the upper area (header) of the ecoMAILZ Webclient by clicking the magnifying glass
icon.
2. Enter one or more words contained in the file you are searching for. To do so, use "fuzzy logic" technology.

a) 1. Tilde character (~): Place the tilde character at the end of a word to perform a fuzzy search which
searches for words that are similar to the entry. For example:

smit@demomal.com™

i. The search would focus on Emails from and including "smith@demomail.com".

3. Confirm your entry with "Enter" to start the search.
a) ecoMAILZ displays all matches for the search that contain all specified values.
b) If ecoMAILZ can read the attachments, they are included in the full-text search. If the search result is an

attachment, the attachment is highlighted in colour in the email.

4. A search continues until the process is cancelled via the X icon in the search line. To reset all enabled filters,

click the icon with the crossed out circle on the toolbar.

8.2.4 Boolean Operators

Use "Boolean factors" to create various operators such as AND, OR, +, - . Enter operators in capitals when searching
in ecoMAILZ.
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1. 1. Open the search box in the upper area (header) of the ecoMAILZ Webclient by clicking the magnifying glass

icon.

2. 2. Enter one or more words contained in the file you are searching for. To do so, use "Boolean operators"

technology.

a) OR: Connect two words with this operator to search either for one or the other word. For example:

Sample OR Demo

i. 1. This search entry searches for Emails that contain either the word "Sample" or the word "Demo" (or
both).

b) NOT /- : Use these operators if you want to search for a file which does not include a specified word. Use

either the value "NOT" or the value "-". Place the minus symbol directly before the word you want to exclude.

For example:

Sample NOT Demo

Sample -Demo

i. 1. These search entries search for Emails that contain the word "Sample" but not the word "Demo”.

c) AND/+: These operators are used for an AND operation. The search terms connected with AND should all
be contained in the file. You can either use the value "AND" or the value "+". Place the plus symbol directly
before the words you want to include in the search. For example:

Sample AND Demo

+Sample +Demo

d) 4. This search entry searches for files that contain the word "Sample" and the word "Demo".
i. 1. If you only enter search terms, without using +, -, OR or AND, the search terms are connected with
AND.
3. Confirm your entry with "Enter" to start the search.
a) ecoMAILZ displays all matches with the same notation as the words you entered in the search.
b) If ecoMAILZ can read the attachments, they are included in the full-text search. If the search result is an

attachment, the attachment is highlighted in colour in the email.

4. Click the "X" icon next to the search box to exit the search.

8.3 Search for Meta Data (Header Details)

You can filter your Emails based on the header information. For example, you can search for a specific recipient,

sender or Email subject.
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1. Open the search box in the upper area (header) of the ecoMAILZ Webclient by clicking the magnifying glass

icon.

2. Below are some examples for search options:

a) 1. Use the following full-text command to display the emails of a specific recipient:

to:

Example:

to:recipient-name@demo.de

b) Use the following full-text command to display the emails of a specific sender.

from:

Example:

from:sender-name@demo.de

c) 3. Use the following full-text command to display the emails with a specific subject line.

subject:

Example:

subject:test mail

3. Confirm your entry with "Enter" to start the search.

4. Click the "X" icon next to the search box to exit the search.

8.4 Status Filters

Please note: The status filters are not available in the "Erase Requests" folder. Instead, you can filter by users who
made an erase request. If the "Two-Man Rule" is enabled, your own username is not displayed here.

You can filter your Emails by status (refer to the chapter "Basics - Status"). To do so, complete the following steps:

1. Open the advanced search in the upper area (header) of the ecoMAILZ Webclient by clicking the arrow next to

the magnifying glass.
2. The available filters display. Select the filter you require from the list. The filters only display the emails associ-
ated with the user that is logged in.
a) All: This is the default filter. All Emails are displayed in descending order.

b) Archived Emails: This filter displays all finally archived Emails in ecoMAILZ, in descending order (status =

green).
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c) Emails for Review: This filter displays all Emails within a review deadline and which are therefore not yet

finally archived, in descending order (status = orange).

d) Emails for Deletion: This filter displays all Emails that are marked for delete and will therefore be removed

from the archive after the review deadline has expired, in descending order (status = red).

e) Erased Emails: This filter displays all Emails available for the user that have been erased after final archiving
and have been flagged with an erase flag, in descending order (status = black).

f) Open Erase Requests: This filter displays the emails available for the user, for which there is an erase
request, in descending order (Status = grey).

g) My Erase Requests: This filter displays all Emails for which the user has requested erasure, in descending
order (Status = grey)
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Figure 8.3: Status Filters (here: Emails in Review | from Last Month | with Attachment)

8.5 Period Filters

You can filter your Emails by time period. To do so, complete the following steps:

1. Open the advanced search in the upper area (header) of the ecoMAILZ Webclient by clicking the arrow next to
the magnifying glass.

2. The available filters display. Select the filter you require from the list. The filters only display the emails associ-
ated with the user that is logged in.
a) Any Time: This is the default filter. All Emails are displayed in descending order.
b) Past Hour: Displays all Emails that arrived in the inbox within the past hour, in descending order.

c) Past Day: Displays all Emails that arrived in the inbox within the past 24 hours, in descending order.
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d) Past Week: Displays all Emails that arrived in the inbox within the past 7 days, in descending order.

e) Past Month: Displays all Emails that arrived in the inbox within the past 30 days, in descending order.

f) Last Year: Displays all Emails that arrived in the inbox within the past 365 days, in descending order.

g) Time Frame Options: This filter allows you to set a user-defined period. It displays all Emails available for

the user within a selected period in descending order.

i. Inthe "User-Defined Period" window, enter the respective date in the "from" and "to" boxes.

ii. ecoMAILZ opens a calendar from which you select the dates. You can select day, month and year.

A. The day is selected directly from the displayed week view.

B. You can switch between months by clicking the arrows (left, right).

C. You can switch between years by clicking the year.

iii. Confirm your selection by clicking "OK".
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Figure 8.4: Period Filters (here: All Emails | from Last Year | with Attachment)

8.6 Attachment Filters

You can filter your Emails by attachment. To do so, complete the following steps:

1. Open the advanced search in the upper area (header) of the ecoMAILZ Webclient by clicking the arrow next to

the magnifying glass.

2. The available filters display. Select the filter you require from the list. The filters only display the emails associ-

ated with the user that is logged in.

a) All: This is the default filter. All Emails are displayed in descending order.

b) With Attachment: Displays all Emails that have at least one attachment, in descending order.
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c) Without Attachment: Displays all Emails that have no attachment, in descending order.
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8.7 Reset Filters

If you have enabled filters through the advanced search, you can reset them with the "Reset" icon. To do so, complete

the following steps:

30
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Figure 8.5: Period Filters (here: All Emails | All Periods| with Attachment)

1. Open the advanced search in the upper area (header) of the ecoMAILZ Webclient by clicking the arrow next to

the magnifying glass.

2. Click the "Reset" icon in the advanced search box.

3. All enabled filters in the advanced search are reset and cancelled.
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Figure 8.6: Reset Filters (Icon)

8.8 Email Addresses Filter

If your username is associated with several Email addresses, you can filter your Emails by address. To do so, select

the email address from the list in the left column of the Webclient (below the "ecoMAILZ" logo).
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Figure 8.7: Email Addresses Filter
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9 Notifications

In the ecoMAILZ header there is an icon (speech bubble) for displaying specific notifications. Among those are, for
example, notifications with information about executed updates, erase requests, data backups and more.

— Click the speech bubble to open the "Notifications" dialogue box.
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Figure 9.1: Notifications - Dialogue Box

9.1 Types

The Notifications window has information about the following:
1. General information about the software (for example, version updates)
2. Notifications about special technical features concerning the available adapters
3. Notifications about problems, errors and special features during the backup process

4. Notifications about handling erase requests
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9.2 Priority

The flag in front of a notification indicates the priority of the notification:

1. red = high priority
2. orange = medium priority

3. black = low priority

9.3 Sort

You can change the notification order.

9.3.1 Ascending and Descending Order

Use the arrow icon in the upper section of the Notifications window to sort the entries in ascending or descending

order.

9.3.2 Sort by Criteria

You can sort the notifications according to different criteria. Select the filter you require from the list in the "Sort" area.

9.3.2.1 Date

"Date" sorts the available notifications by date.

9.3.2.2 Priority

"Priority" sorts the available notifications by priority. The notifications are sorted by high, medium and low priority.

9.3.2.3 Read

"Read" sorts the available notifications by read and unread entries. Depending on the sort order, the read notifications
are displayed first, and the unread notifications are displayed below (or vice versa).

9.3.2.4 System

"System" describes from which system the notifications were sent. The following systems are available:
1. File system adapter
2. IMAP adapter

3. Exchange adapter
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4. Version update

5. Data backup

6. Erase requests

9.3.2.5 Subsystem

"Subsystem” displays detailed notifications about the system. The adapter name is displayed for adapters, the version
for the version update, and the approved or rejected status for erase requests.

9.3.2.6 Users

"Users" sorts the available notifications by user.
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10 Microsoft Outlook Add-in

— To work with the ecoMAILZ Microsoft Outlook add-in, you must configure it first.

— The ecoMAILZ installation manual describes how to set up the connection.

The Microsoft Outlook add-in connects ecoMAILZ with your email interface. This allows you to monitor the archiving

status and make various archiving settings in Microsoft Outlook.

10.1 Archive Emails

The adapters created in ecoMAILZ automatically archive your Emails in the background. As soon as the messages

arrive, they are downloaded from the mail server and transferred to the archive.

1. Setup one or more adapters via the ecoMAILZ Webclient.

a) This manual also describes how to configure the adapters in chapter 4.

mmmmmmmmmm

Sichtungsfrist

Figure 10.1: Adapter Settings - IMAP / POP3
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10.2 Statuses

The ecoMAILZ Microsoft Outlook Add-in displays the archiving status of an Email directly in Outlook. The colour of

the ecoMAILZ icon indicates the status in the email archive. The colour of the standard statuses is identical with the

colours used in the Webclient. The status colours are:

- orange: the email has been saved in ecoMAILZ but has not been finally archived due to the review deadline.
Figure 10.2: Microsoft Outlook Add-in - Status Icon (Orange)

- green: the email is saved irrevocably in ecoMAILZ.

%

Figure 10.3: Microsoft Outlook Add-in - Status Icon (Green)

- red: the email has been saved in ecoMAILZ but will be removed from the archive after the review deadline has

O

Figure 10.4: Microsoft Outlook Add-in - Status Icon (Red)

expired.

— grey: An erase request has been made for this Email. In this case a user has requested the erasure.

- You can only execute the "Send Erase Request" function if the permission has been assigned to you in the
ecoMAILZ Webclient.

’r

Figure 10.5: Microsoft Outlook Add-in - Status Icon (Grey)

- black: the email was erased from ecoMAILZ.

- You can only execute the "Approve Erase Request" function of the permission has been assigned to you in

the ecoMAILZ Webclient.

Figure 10.6: Microsoft Outlook Add-in - Status Icon (Black)

— white: the email is not yet archived in ecoMAILZ.
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- Please note that Emails without message ID deleted through a delete request in ecoMAILZ Archive are

displayed as "not archived" (white status icon) due to restrictions in Microsoft Outlook. You can find more
information about this topic in the FAQs for ecoMAILZ at www.ecodms.de.

%

Figure 10.7: Microsoft Outlook Add-in - Status Icon (White)

10.3 Skip Review Deadline

For more details on this process, refer to the chapters 1.2 and 7.1 in this manual.

You can skip the review deadline for messages or documents that have not been finally archived.
1. Select the email in Outlook.

2. Click the ecoMAILZ button "Skip Review Deadline".

a) This is usually located above the displayed message in the ecoMAILZ area.

3. the email receives the status "green" and is then stored irrevocably in ecoMAILZ.

Figure 10.8: Microsoft Outlook Add-in - Skip Review Deadline
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i dm e S, e i et e [N 1

Figure 10.9: Email Options - Skip Review Deadline (New Status: Green)

10.4 Mark for Delete

For more details on this process, refer to the chapters 1.2 and 7.2 in this manual.

Emails that have not been finally archived in ecoMAILZ and have the status "orange" can be removed from the archive

after the review deadline has expired.
1. Select the email you want to delete in Outlook.

2. Click the ecoMAILZ button "Mark for Delete".

a) This is usually located above the displayed message in the ecoMAILZ area.

3. the email now receives the status "red" and is removed from the archive after the review deadline has expired.
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Figure 10.10: Microsoft Outlook Add-in - Mark for Delete (Current Status: Orange)
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Figure 10.11: Microsoft Outlook Add-in - Mark for Delete (Current Status: Red)

10.5 Undo Delete

For more details on this process, refer to the chapters 1.2 and 7.2 in this manual.

If you inadvertently marked a message for deletion (status = red), you can undo this process within the remaining
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review deadline.

1. Select the email you want to delete in Outlook.

2. Click the ecoMAILZ button "Undo Delete".

a) This is usually located above the displayed message in the ecoMAILZ area.

3. the email status is set to "orange".
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Figure 10.13: Microsoft Outlook Add-in - Undo Delete (Current Status: Orange)
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11 Thunderbird Add-on

— To work with the ecoMAILZ Thunderbird add-on, you must configure it first.

— The ecoMAILZ installation manual describes how to set up the connection.

The Thunderbird add-on connects ecoMAILZ with your email interface. This allows you to monitor the archiving status

and make various archiving settings in Thunderbird.

11.1 Archive Emails

The adapters created in ecoMAILZ automatically archive your Emails in the background. As soon as the messages

arrive, they are downloaded from the mail server and transferred to the archive.

1. Setup one or more adapters via the ecoMAILZ Webclient.

a) This manual also describes how to configure the adapters in chapter 4.

mmmmmmmmmm

Sichtungsfrist

Figure 11.1: Adapter Settings - IMAP / POP3
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11.2 Statuses

The ecoMAILZ Add-on for Thunderbird displays the archiving status of an Email directly in Thunderbird. The colour of

the ecoMAILZ icon indicates the status in the email archive. The colour of the standard statuses is identical with the

colours used in the Webclient. The status colours are:

- orange: the email has been saved in ecoMAILZ but has not been finally archived due to the review deadline.
Figure 11.2: Plugin for Thunderbird - Status Icon (Orange)

- green: the email is saved irrevocably in ecoMAILZ.

%

Figure 11.3: Plugin for Thunderbird- Status Icon (Green)

- red: the email has been saved in ecoMAILZ but will be removed from the archive after the review deadline has

O

Figure 11.4: Plugin for Thunderbird- Status Icon (Red)

expired.

— grey: An erase request has been made for this Email. In this case a user has requested the erasure.

- You can only execute the "Send Erase Request" function if the permission has been assigned to you in the
ecoMAILZ Webclient.

’r

Figure 11.5: Plugin for Thunderbird- Status Icon (Grey)

- black: the email was erased from ecoMAILZ.

- You can only execute the "Approve Erase Request" function of the permission has been assigned to you in

the ecoMAILZ Webclient.

Figure 11.6: Plugin for Thunderbird- Status Icon (Black)

- white: the email is not yet archived in ecoMAILZ
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Figure 11.7: Plugin for Thunderbird- Status Icon (White)

- green with "x": ecoMAILZ has not been configured (see Login & Settings in this chapter).

Figure 11.8: Plugin for Thunderbird- Status Icon (Green with "X")

- green with "lightning": An error has occurred (for example, no connection to the ecoMAILZ archive).

D

Figure 11.9: Plugin for Thunderbird - Status Icon (Green with "Lightning")

11.3 Skip Review Deadline

For more details on this process, refer to the chapters 1.2 and 7.1 in this manual.

You can skip the review deadline for messages or documents that have not been finally archived.
1. Select the email in Thunderbird.

2. Click the arrow next to the ecoMAILZ button and select the function "Skip Review Deadline".

a) This is usually located above the displayed message in the ecoMAILZ area.

3. the email receives the status "green" and is then stored irrevocably in ecoMAILZ.
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Figure 11.10: ecoMAILZ Add-on for Thunderbird - Skip Review Deadline

11.4 Mark for Delete

For more details on this process, refer to the chapters 1.2 and 7.2 in this manual.

Emails that have not been finally archived in ecoMAILZ and have the status "orange" can be removed from the archive

after the review deadline has expired.
1. Select the email in Thunderbird.

2. Click the arrow next to the ecoMAILZ button and select the function "Mark for Delete".

a) This is usually located above the displayed message in the ecoMAILZ area.

3. the email now receives the status "red" and is removed from the archive after the review deadline has expired.
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Figure 11.11: ecoMAILZ Add-on for Thunderbird - Mark for Delete (Current Status: Orange)
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Figure 11.12: ecoMAILZ Add-on for Thunderbird - Mark for Delete (Current Status: Red)

11.5 Undo Delete

For more details on this process, refer to the chapters 1.2 and 7.2 in this manual.

If you inadvertently marked a message for deletion (status = red), you can undo this process within the remaining
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review deadline.
1. Select the email in Thunderbird.

2. Click the arrow next to the ecoMAILZ button and select the function "Undo Delete".

a) This is usually located above the displayed message in the ecoMAILZ area.

3. the email status is set to "orange".
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Figure 11.13: ecoMAILZ Add-on for Thunderbird - Undo Delete (Current Status: Red)

Figure 11.14: ecoMAILZ Add-on for Thunderbird - Undo Delete (Current Status: Orange)
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12 ecoMAILZ Plugin for ecoDMS

— To find out how to use the ecoMAILZ plugin, refer to the manual of the respective ecoDMS version.

— You can find all manuals and software components in the download area of the ecoDMS website.
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13 Login Credentials

The following contains the initial login credentials of ecoMAILZ.

13.1 Super User / Default User

The super user (default user) is created automatically when you first install ecoMAILZ. This user serves system con-
figuration and thus has, among others, the permission to make system settings and add more users. Please note that

you cannot delete super users. This user cannot see emails.

The login credentials for the super user (if the password has not been changed) are:

- Username: ecomailz

— Password: ecomailz

Change your password as soon as possible for security reasons.

ecoMAILZ (donnie) - Build 1.0.8 Manual | EN



	1 Basics
	1.1 Adapters
	1.1.1 Configuration
	1.1.2 Validation
	1.1.2.1 File System
	1.1.2.2 IMAP / POP3 and Exchange


	1.2 Review Deadline
	1.3 Erasure Requests (Two-Man Rule)
	1.4 Status
	1.4.1 Orange
	1.4.2 Red
	1.4.3 Green
	1.4.4 Grey
	1.4.5 Black

	1.5 User Management
	1.6 Language (German / English)

	2 Login and Logoff
	2.1 Login
	2.2 Logoff
	2.3 Timeout

	3 Global Settings
	3.1 Review Deadline (Default)
	3.2 Email Notification
	3.3 Data Backup
	3.4 Restore (Data Recovery)
	3.5 License
	3.5.1 Activate License
	3.5.2 Deactivate License

	3.6 Erasure Requests
	3.6.1 Two-man Rule
	3.6.2 Automatically Delete Erasure Logs

	3.7 Adapters Overview
	3.8 Email Export
	3.9 Retention Periods
	3.9.1 Create New Retention Period
	3.9.2 Prioritize Retention Period
	3.9.3 Enable Retention Period
	3.9.4 Edit Retention Period
	3.9.5 Delete Retention Period


	4 Configure Adapter
	4.1 File System
	4.2 IMAP / POP3 Account
	4.3 Exchange Account
	4.4 Microsoft 365
	4.5 Edit Adapter
	4.5.1 Edit Review Deadline

	4.6 Delete Adapter

	5 User Management
	5.1 Create New Users
	5.2 Search User
	5.3 Edit User
	5.4 Delete User
	5.5 Change Password (Through Administrator)
	5.6 Change Password (Through User)

	6 Emails
	6.1 Select Emails
	6.2 Email Status
	6.3 Load External Resources
	6.4 Download Attachments
	6.5 Download
	6.6 Download (PDF)
	6.7 Read Aloud

	7 Retention Periods + Erasure Processes
	7.1 Skip Review Deadline
	7.1.1 Multiple Selection

	7.2 Mark for Delete
	7.2.1 Multiple Selection

	7.3 Undo Delete
	7.3.1 Multiple Selection

	7.4 Send Erase Request
	7.4.1 Multiple Selection

	7.5 Approve Erase Request
	7.5.1 Multiple Selection

	7.6 Reject Erase Request
	7.6.1 Multiple Selection

	7.7 Retention Periods
	7.8 Retention Periods
	7.8.1 Manually Erase Emails (Expired Manual Retention Period)


	8 Search Features
	8.1 Search Examples
	8.2 Full-Text Search
	8.2.1 Simple Full-Text Search
	8.2.2 Wildcard Search
	8.2.3 Fuzzy Search
	8.2.4 Boolean Operators

	8.3 Search for Meta Data (Header Details)
	8.4 Status Filters
	8.5 Period Filters
	8.6 Attachment Filters
	8.7 Reset Filters
	8.8 Email Addresses Filter

	9 Notifications
	9.1 Types
	9.2 Priority
	9.3 Sort
	9.3.1 Ascending and Descending Order
	9.3.2 Sort by Criteria
	9.3.2.1 Date
	9.3.2.2 Priority
	9.3.2.3 Read
	9.3.2.4 System
	9.3.2.5 Subsystem
	9.3.2.6 Users



	10 Microsoft Outlook Add-in
	10.1 Archive Emails
	10.2 Statuses
	10.3 Skip Review Deadline
	10.4 Mark for Delete
	10.5 Undo Delete

	11 Thunderbird Add-on
	11.1 Archive Emails
	11.2 Statuses
	11.3 Skip Review Deadline
	11.4 Mark for Delete
	11.5 Undo Delete

	12 ecoMAILZ Plugin for ecoDMS
	13 Login Credentials
	13.1 Super User / Default User


